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1oL STBBITT oottt 1

1.2 BBRIERE e 1

1.3 JE ATl ettt 1

L STREZGTE .o e 1
1.8.1 BREETTEEA oot R s 1
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2.2 FIABHTFME oo ettt et s gl 2

2.3 SUHFMLE oo et ssis st snaas stk et ees et 2

3 RZFAIEBE oo st she s hets ks fnme s 3
3.1 BZFEIIR oo ket eeR ARt 3

302 B B T BH o ittt 3

3.3 ABTUIEB oo st bt 3

3 A T it eSS een 4
34D JBRETE B2 oot 4

3.4.1.1 0Nt (BLE BEERFDIBTL) oo 4

3.4.1.2 deinit (BLE BRIRZAIIATE) oot 4

3.8.2 JREEEIRETD oo 5
3.42.1name (BIR/BER BLEIRFTBFR) oo 5

3.4.2.2 id-create (BIFE BLE HIIE) oo 5

3.4.2.3 id-reset (BEE BLE HIIE) .oooooiooie st 5

3.4.2.4 id-delete (FHIBR BLE HEIE) ..ooooooiiei s 6

3.4.2.5id-show (7R BLE HIEIEE) oot 6

3.4.2.6 id-select <id> (ZEFR BLE HIHE) ...oooiovooc e 6

3.8.3 FAHEEI S e 7
3.4.3.15CaN (BLE FHH) covoiveieeeie et 7
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B8 TTRBBID etk 7
3.4.4.1 advertise (BLE T HE) oottt 7
3.4.4.2 directed-adv (BLE TETAIT HE) oottt 8

3.4.5 FEREBEIRATD o oottt 9
3.4.5.1 CONNECE (BLE JZEFE) oottt 9
3.4.5.2 auto-conn (BLE EIBHIERE) oottt 9
3.4.5.3 disconnect (BLE BTFFIEIE) ..ottt 10
3.4.5.4 select GERBRIATEIETEER) oot sss s 10
3.4.55info (BIRIEETEEEIEE) oot 11
3.4.5.6 conn-update (G ETE B S B BT ) oo 11
3.4.5.7 data-len-update (I BIK B R ) oo 11
3.4.5.8 phy-update (PHY BEEEEERT) cooveeeeeeeeeeeeeeeee et Satebeo et s 12
3.4.5.9 channel-map (EBETBKIREIEIR) ool et e 12

346 HCL BB oo gt bt 12
3.4.6.1 hci-emd  (ZB3E HCI BE D ARIE) oo iissesssiisssdhen oo etthe e 12

347 REMRITD oo fiiisssssssses o fasseisissdh o eessissssss e sesessssesseee e sesssesssessessssssessseees 13
3.47.100b (JZE OOB fEE) tiihivie birteerrreeadloniinenecee e essse s ssees s 13
3.4.7.2 clear GEBREEESRECITIEIE) st foorieirreeeeieiii ettt s 13
3.4.7.3 security (REZEFRFFRTIEITECITEBIE) oo 13
3.4.7.4 boridable \GZBABTEMEAE) ....ovrveereereeeereei ittt 14
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3/4.7.6 connections (BIHBTEIEIETEER) oottt 15
3.4.7.7 auth (BLE FERIEBREFTTUEREE) ovvooorveoreeeeieeeeeteeeesteessses sttt 15
3.4.7.8 auth-cancel (BSUHIETEIHITAY BLE BECITHBTETNAR) coovcreecrceceeceeceeeeieceieseiee i 15
3.4.7.9 auth-passkey (GEEBECIT PASSKEY) oeevvreivceeiceeieeeeeeeeeeeeee et se s 16
3.4.7.10 auth-passkey-confirm (ECXT passkey HHIA) oo 16
3.4.7.11 auth-pairing-confirm  (BEXTHHTA) oo e 16
3.4.7.12 auth-oob-tk (IR E 00B FIL FRVBEIEEER) .oooovoeeec e 16
3.4.7.13 oob-remote (JRE O0B BEH) ...ovoorrveicreiereeieereiiee et 17
3.4.7.14 0ob-clear (BBR O0B BH) ..ot 17
3.4.7.15 fixed-passkey (TBERZNHE PASSKEY) ..ooviviveeeeeeeeeeeeeeeeeeeeeeeee e 17
3.47.16 wi-add (FANIEEEIEIRE) oottt 18
3.4.7.17 whrem (MBEBBEIBBRIZE) oot sessssses s 18
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3.4.8.23 unregister (KELMIARES) coovorveeeeeeeeeeeeee et 26
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1.1 NXHEEN

ZASCHTTER T XR806 SDK BY BLE an <L BIFRAMEARA, AFEBIF A fEA BLE ap<RiE _LF BLE IIRE
Ko

1.2 BiriEE

XR806 BLE THEEMIH. FF&RHEXA R,

1.3 EFEE
X #4iE R F XR806 SDK, SZ#3F XR806 FH 5! A ™= o
1.4 NXHEAE

1.4.1 ftR&IHEA

AX SR AETEE BT S R ERBEIRERNIZSAEREI S, XERSHE XA T

FRiR WA

/\ me | EEGIMETATEIGT, MEFYF, THASHARBHAIL,

/N spm | RS EET, FUNRETR AR, RIS, [EEES,

L] smm O | ommmscriasd. RSN ERBIHEE,

—ERZBMBVNINEE. XI5, TRXENRER IR IGREB PR RITERANETE

0= B | o ensia,
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2 BLiA

2.1 EHEiRBA

7T {EF BLE ThEERY M. FF%&, XR806 SDK &£ T Zephyr I1E B Bluetooth A%, SDK HHY BLE 7 <
FEHEHE cmd_ble.c. cmd_gatt.c X, BE T BLE B HAMINEE =,

2.2 HARYFIE

XR806 SDK HY Bluetooth Bp 551, | #&. &, EXNHESERIRNGLINE, BRaG<HIE
RiEZE “eLUR” M,

23 NHUE

L sDK B AIRE R, BLE S I NRINFEEXHMUEN T
R 2-1BLE (i SHXHMUE

A7 XHHE | XHUE
JERSSC (& | ./project/common/¢émd/cmd  ble.c
BLE 5 %> JREE S | ./project/common/emd/cmd_gatt.c
B T2 | ./project/demo/bluetooth/ble_demo/

FRAFRB O MBS Z BB B IR AT, RE—INF] 2



XRAD ¢ TECH XAEERLR

ﬁé

=R

-~
3 [MFiHEAE
3.1 MAER
BLE s ¥ B L5 E XR806 SDK, THEIEXT BLE s L BIERHI TN A,
3.2 EeEiRAA
fEF BLE S S THAERE L TIZACE HAY BLE THEEF] Fo
& 3-1BLE S EEYIR
BoEIN [
G EHER:
TR EC & F3F1F SDK H/= Al BLE ThEE,
WEHI:
INY TN
BLE J)BE(ERE LI B T S “make Menucontie” , JEIL T IIBESRET T
[*] BLE Controller
[*] Ble Host
BiNE2% ble_demo BY LIEAEE defconfig,
3.3 1&TIREA
BLE sp S HNIEZAE M K Ro
R 3-2BLE i B ELE
s 35 B85
= SHEISRT
, SHOIRAT
<> 5% |1 A
(] ERRE
EEREBEATET, BLE S B LU THRIEEN
+ 3-3BLE fp MRV iSER
A B 15 EH
ble <CMD> [[p1],[p2],[p3[=]],...] ble/gatt: BBLBIZR, PJENE
R <CMD>: ¥ FER
gatt <CMD> [[p1],[p2],[p3[=]],...] [p1]/Ip2)/1p3]: B,
IRAEFE O MG 2 xR BRG], RE—INF 3
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AL %L 15 EH
<ACK>: apMaNFIZR, EE,
_ . ‘7§<\ o, 2 < /—\ /=
MM A& T, | <ACK> <status-code> <respond-description> ;;;[?s;;ji: QE:;';;??&Z;?O RN
<respond-description>: MR H S,
3.4 @< iA8
BLE S ¥IRME THKE. . HREEEGS, nPHEERBIFRAT.
R 3-4BLE ;I E A
W HE5EA
PN FEBET inite deinit MPNERS, A BLE sp T AUSTIT init B3 #1T BLE
BAICERS N
%}Jyl:l'ﬂ:o
KEEERS FEXT BLE FNIF AR #tFEH#HITERE,
Higme 1eftt BLE H3EI08E, BIEIE chAN#EEhITHE,
[THEom< $EfHt BLE I #&T08E.
PHREEMS TR 7 HERER. B HEE,
HCl &% IRMHLAZE HO #< ThEE,
ZEEXFL TRHE XS 4P EFINEE
341 BRRESGS
3.4.1.1 init (BLEXEIR¥DIATK)
SR | %A
5§l ble init
IheE BLE #RIR4IA1L
S8 N/A
w2 <ACK> 200 OK
w3l N/A
&x EARBNEREHIT BLE 11816, HITHM BLE e S HIE B E LI TIZVB LIS,
3.4.1.2 deinit (BLEAEIRR¥IIATL)

ER2Im | B
[REY ble deinit
IhEE BLE {&IR R #]851k
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S8 | 5EA

28 N/A

) <ACK> 200 OK
AN N/A

&F %< 27T {EHE CONFIG_BT_DEINIT BIEXK

342 IRREEGS

3.42.1 name (E//fp&ABLEIREFRR)

ERI | HEA

RE ble name [name]
ThiE ER/858 BLE BFF
S [name]. EIGER BLE IRE A

M 52 <ACK> 200 OK

Al B BLE BFR: ble name
&3 Blname| ST IKE BLE BIIKER R s TS MBS N E /R 2 1 BLE BB B o

3.4.2.2 id-create (BIEEBLEMHhAL)

ERI | HEA

[REY ble id-créate [addr: XX:XX:XX:XX:XX:XX]

Ihie B3 BLE i3

S [addr]* TR E AR BLE FABHILE, BT XXXXXXXXXX:XX
IR <ACK> 200 OK

5 ble id-create

MAERKEAFCEZ /D BLE FAFMIL, HRIRZE AT 1 MABMUETE, #UEIA
A random 2B, YFIEARNER, BJ7E bleinit ZEAR, BAIEMEE flash ZH,

3.4.2.3 id-reset (EEBLEMLE)

f

oiF

BI | HEA

=B ble id-reset <id> [addr: XX:XX:XX:XX:XX:XX]
Ihee =5 BLE it

<id>: FBJ17> BLE FABHlE, HEIFIARE 11, 10 #HEIEK
[addr]: FEEE B/ BLE FABHIIE, BTLE XXXXXXXXXX:XX
E)v <ACK> 200 OK
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(EETR | %87

a5 N/A

s | ARMRBAWCIRSOD BlE B, HHRSRAN 1 MAEHAIFE, LRIk
= $9 random 8!, YFTEARER,

3.4.2.4 id-delete (HHIP&BLEMAL)
ERIM | %EE
RE ble id-delete <id>
IhEE fRIF% BLE H#hit
S <id>: %BJ1/ BLE fA/HhiE, HEIFIARE 11, 10 #HEHIEk
R <ACK> 200 OK
ANl MR BLE 55 2 NFAB ML ble id-delete 1
#x ZHARE 11 BLE FAEHIYE, FRUATEMIBR, Hai L EZEEEMs

3.4.2.5 id-show (ERBLEHIUHEZR)

ERI | AT

[REY ble id-show

IheE | 27 BLE HIHES

S N/A

] <ACK> 200.0K

il SR HEITABHUE R ble id-show
pad N/A

3.4.2.6 id-select <id> (ZEEBLEHEAL)

8 | HEF

JREY ble id-select <id>

Thie PEE BLE oAk

S <id>: B/ BLE FAEHItE, HEIEAARE 11, 10 #HEIEL
] <ACK> 200 OK

Ny HEnkFEHBASE 2 > BLE #itk: ble id-select 1

ped N/A
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343 HiEH<S

3.4.3.1 scan (BLEFF#E)

S8 | 5EA

[REY ble scan <value: on, passive, off> [dup: dups, nodups] [wl] [int=0x<hex>] [win=0x<hex>]
Ihee | BLEH3E

<value>: FERVIRSILE, AJEVE:

on: EEpiIHE

passive. #EhiIHE

off: {FLEIIHE

[dup]: host eBWEEE, PIEVE:
2 dups: host WEE &
nodups: host RINEEE

w: BEBRE

[int=0x<hex>]: FA1HIEIFR. BRINE/I 0x60, XFAZESHE] A 0x60*625us=60ms.
[win=0x<hex>]: FAEE . ERIAMEF 0x30, XMZEF{E] /T 0x30*625us=30ms.
v <ACK> 200 OK

BLE FFEH#4: ble scan oh
BLE {£1E#3##: ble scan off

& %< R 1E{HHE CONFIG_BT OBSERVER BRIERY; int A1 win BIAA 16 #HEIK,

Nl

3.44 [ &

3.4.4.1 advertise (BLEI"1E)

ERI | HEA

[ A ble advertise <type: off, on, scan, nconn> [mode: discov, non_discov] [whitelist: wl, wl-scan,
= wl-conn] [identity] [no-name] [1shot/one-time] [nconn] [min=0x<hex>] [max=0x<hex>]

Ihee | BLES #%&

<type>: | FERTEE

off: KHII %

on: FTHT &

scan: RIXBRIR, FolEEN B
nconn: RIXFLEI, FElEE HE

W
%)E

[mode]: BRI E
discov: BI#HELIN

FRAFRB O MBS Z BB B IR AT, RE—INF] 7
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f

mif

B | A

non_discov: ARJ#IFHEAIM

[whitelist]: HEREE

wl: EFBRRIIERIEK scan rsp M AEZNIGE
wl-scan: ERABREIIERIEK scan rsp B H
wl-conn: (£ BE RILIERIEZENIZE

lidentity] : fEFATAE S )M (EIRE /AL

[no-name]: [ HBE D scan rsp FAREEH name FE&
[1shot/one-time]: EJC/G Peripheral #iE#E L ER&T &S
[nconn]: NRI#EERE

[min=Ox<hex>]: | #BEH&R/NER. PRIAMEN 0xa0, XFFZBY(EIA 0xad*625us=100ms.
[max=0x<hex>]: | IBEHRKEI[BonBAINEST 0xf0, JIMZETBIA 0xf0*625us=150ms,
M [z <ACK> 200 OK

FJFFI#&: ble advertise on

XHAT#E . ble advertise off

&iF Zan L B EFEE CONFIGLBT_OBSERVEREFER; min 1 max A 16 H %L,

Nl

3.4.4.2 directed-adv (BLEES %)

S8 | 5EA

=R ble directed-adv <address: XX:XX:XX:XX:XX:XX> <type: (public|random)> [mode: low] [identity]
» [dir-rpa]

IhEE BLE EMAS &
<address>: TEM ML, EIL XXXXXKXXXX:XX

<type>: [iREHE R
public: ATtk
random: FEAHE

W
&E

[mode]: BRI
low: IEEEMR &

lidentity]: A S MHMALIEIIGEM U

[dir-rpa]: fEREE MK E N PIEAFAB MU E R 5
MR | <ACK> 200 OK

FRAFRB O MBS Z BB B IR AT, RE—INF] 8
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XIEER: WE

3.4.5

3.4.5.1

3.4.5.2

SR | %A
Al ble directed-adv 78:17:FB:8E:CE:19 random low dir-rpa
&iF ZEn S EE(FHE CONFIG_BT_PERIPHERAL FS G

HEREEGS

connect (BLEXEHE)

SR | iEH
A ble connect <address: XX:XX:XX:XX:XX:XX> <type: (public|random)> [lat=0x<hex>] [to=0x<hex>]
S [min=0x<hex>] [max=0x<hex>]
Ihee BLE J&#%
<address>: FEEEZIZEFAIMIL, FILE XXXXXXXXXX:XX
<type>. IREFHINEARE
public: AFtihk
P random: FEAHLE
[lat=0x<hex>]: MALBSEIE(ZRIAMER 0, BREN master AUIEIZSEF slave EREIZUR)
[to=Ox<hex>]: ZEIZERT(FRIAME 400, HAZATIEI/T 400*10ms=4s)
[min=0x<hex>]: ZEiZEIfRERAME(FRIAE /Y 018, XTLZAYE)J 0x18*1.25ms=30ms)
[max=0x<hex>]: ZE1ZEIPRERAIE(FAIAET 0x28, FTRZATIE]J 0x28*1.25ms=50ms)
)2 <ACK> 200 OK
Al ble connlect 5B:81:D0:0C:A3:DB random
&5 iZmn< BE{PHE CONFIG_BT_CENTRAL BAERY;
S| EEERAE— NS MERR A, SR Controller BITREMEAM A,
auto-conn (BLEBTHIEE)
SR | i%EH
RE ble auto-conn <address: XX:XX:XX:XX:XX:XX> <type: (public|random)> <value:on,off>
Thae BLE BnhiEiZ
<address>: FEEEZIZEAIMIL, FEILE XXXXXXXXXXXX
<type>. REFHINLLR
P public: ATtk
random: FEAHELE
<value>. REHEE
on. BNEEAR

FRAFRB O MBS Z BB B IR AT, RE—INF] 9



unnn@ﬁcu NIERL R

ERIM | %EE
off: BBhiEZEXA
el <ACK> 200 OK

NGl ble auto-conn 64:99:4E:F9:AB:59 random on

503 BEENER, TERENTTHER BIFEEXMAZ CONFIG_BT_WHITELIST Zii ¥4 H
s ¥ ; SEEEEXFIETFEIMEREFINILE, BAEEEE, Ree@dmSxE, m
TEEEGSE—ENERNERER LIRESE TR,

3.4.5.3 disconnect (BLERFFFIEIE)

S8 | 5EA

=B ble disconnect [<address: XX:XX:XX:XX:XX:XX> <type: (public|random)>]
Thae T FF BLE i

<address>: FEBRIFFIZERIMIL, IR XXX XXXKXX:XX

B8 <type>: IXEFHINLIFERY
public: AFihik
random: FEAHE
v <ACK> 200 OK

Al ble disconnect
&3 Zan S E o SRR ERETE, SN KT HEipy&EE

3.4.5.4 select (GERBRINEIEHERR)

S8 | 5EA

[REY ble select <address: XX:XX:XX:XX:XX:XX> <type: (public|random)>
Thie RN E RS
<address>: EREGEAIHINE, T XXXXXXXXXX:XX

<type>: ZFHIULAEY
public: AFihk
random: FEAHIIE
) <ACK> 200 OK

(L)
%)E

Al ble select 64:99:4E:F9:AB:59 random
& RATIF LR TNMER, SRR NN EZ R

FRAXFRB O MBS Z BB B IR AT, RE—INF] 10
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XIEER: WE

3.4.55

3.4.5.6

3.4.5.7

info (RRIEZERESR)

ERIM | %A
it ble info <address: XX:XX:XX:XX:XX:XX> <type: (public|random)>
Thie ETEEERER
<address>. FETIWEZIZFEAIMAUL, HILF XXXXXKXXXX:XX
s | <type>: IREHINELTY
public: AFtihk
random: FEAHIIE
A R <ACK> 200 OK
Nl ble info
&1 HNBETREARERER, TEITENEREWN AU RETSHRIMAE, LA interval. latency

# timeout %, FESIKEEEEFER.

conn-update (EIZFEER(S SEH)

SR8 | HiEA
[REY ble conn-update <min> <max> <latency> <timeout>
Thie R EREN
<min>: E#E)fRE&/VE
- <max>. EiZEIRRAE
<latency>t MBS ZE
<tieout>: IERZ BT
A R <ACK> 200"0K
ANl EFFERSE. ble conn-update 48 80 1 500
:pEd O SEEBE 16 HEEVE N,

data-len-update (BUBKEESEH)

ERI | HEA

it ble data-len-update <tx_max_len> [tx_max_time]

Thae PERKEEREN

- <tx_max_len>: RAIIERH EHEKE
[tx_max_time]: ERAZIEETH (F 5T E]

) <ACK> 200 OK

Nl N/A

#E | IS —ERmMBUEN L EEE.

FRAXFRB O MBS Z BB B IR AT, RE—INF]

11



HRHD@TECH

XHEE: WE
3.4.5.8 phy-update (PHYECE E#)
21 | %A
E=H ble phy-update <tx_phy> [rx_phy] [s2] [s8]
Thae PHY BCE& &H
<tx_phy>: KIEXMBZE PHYs #8155
0: RAEESF PHY, BIREH PHY
1. 1 Mbps PHY
2. 2 Mbps PHY
o 4. CODED PHY
[rx_phy]: B&EI5 tx_phy BECE—H
[s2]: S=2, tx_phy BCER 4 BN
[s8]: S=8, tx_phy ECEFY 4 BN
v <ACK> 200 OK
NGl ble phy-update 1
&iF ZEn S EE(FRE CONFIG_BT.USER_PHYZUPDATE B B34
3.4.5.9 channel-map (EBFBASER)
S8 | W
EA ble channel-map <channel-map: XXXXXXXXXX> (36-0)
IhgE EMPIEER
B8 <channel-map>: FHBKNEER, 81 bit AR—M5E
N 7 <ACK> 200 OK
ANl EIBPR{SIE R ble channel-map FFFFFFFFFF
= pad 1P bit KR—MFE, 1KBEN 0 MRTNMERZEE, N 1RTAREZEE
3.46 HCl#&%
3.4.6.1 hci-cmd ((HEEHCITR S RIX)
S8 | W
RE ble hci-cmd <ogf> <ocf> [data]
IngE (AEE HCl IS RI%
23 <ogf>: OpCode HY Group Fileds (BEFEBNMAIFNEFZOMN, TEH)
AR B O MGz xR B R AR, RE—TINF 12
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S8 | 5EA

<ocf>: OpCode BY Command Fileds

[data]: EARIEp<EIE, LA 16 FHHIHEIAN
M 52 <ACK> 200 OK

Nl N/A

& 44 ogf M ocf AN T/ BT

347 RLEEEGHS

3.4.7.1 oob (I¥EHOOBIEE)

E2I | %A

[RE ble oob

Thig %8 00B 52
S N/A

) <ACK> 200 OK
ANl N/A

= pad N/A

3.4.7.2 clear (GEMHEREIEE)

S8 | 5EA

=g} ble clear <remote: addr, all>
I%E TAPRPERR AT B
<remote>

s¥ | addr: HEREER
all: FiE BECHIRE
AR | <ACK> 200 OK

ERREMEEENE R ble clear 30:74:96:99:1A:76 public
BEREENEREITSE . bleclearall
&x N/A

Nl

3.4.7.3 security (IREREFRH BhHITEITYIE)

S8 | 5EA

L] ble security <security level BR/EDR: O - 3, LE: 1 - 4> [force-pair]
Thig REBREFRHBohHHITERXNGE

FRAXFRB O MBS Z BB B IR AT, RE—INF] 13
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XIEER: WE

3.4.7.4

3.4.7.5

SR | %A
<security level BR/EDR: 0- 3, LE: 1-4>: BRIR#F LE
1: XN, TNk
2: MEARINE
S8 |3 MBEAT
4: 128bit key BVINIE LR &%
[force-pair]: B EFTHITACI T TZ
v <ACK> 200 OK
ANl REMZEFER: ble security 2
st INNBEFEL N 1, WEBIREMEFEN 1, WEERN force-pair SELHITRBIEFAC
! IR, HR 24 REZSE, BHETEE,
bondable ((ZRE4PE(FHE
ERm | %8
JRAY ble bondable <bondable: on, off>
IheE WEESYHE
<bondable>: TIEHFETDRFLHIE
S8 on: R¥F
off: RAWF
) <ACK> 200.0K
ANl N/A
& N/A

bonds (FREXBLESESE)

21 | %A

[RE ble bonds

Thie FREY BLE B EE R
S N/A

) <ACK> 200 OK
ANl N/A

= pad N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIEER: WE

3.4.7.6

3.4.7.7

3.4.7.8

connections (Eif X 7l E&EEHERR)
E5M | HEA

[REY ble connections

Ihee B8 F SRR
2 N/A

1] <ACK> 200 OK

antdl N/A

ipEd N/A

auth (BLEEZXI4BE S NECE)

ERI | HEA

=g} ble auth <method: all, input, display, yesno, confirm, oob, none>
Thae BLE BEoxi48E 5 ECE
<method>

all: SZFPAFINEAT
input: 3INIAIE

3 display: ZE/RIAIE
e yesno: 7R yes/no
confirm: HBIAIAIE
oob: HINAT

none: AMERAZIMAIE

M) B <ACK> 200 OK

| 1% E BLE FEEX I confirm: ble auth confirm

#E [T LEEAPRIAFRE—R

auth-cancel (BUHIETE#{TRYBLEECXYBE TRIZ)

S8 | 5EA

=B ble auth-cancel
IhEE BYH 1IE T3 1TRY BLE BCXH 48 E R fe
S N/A

) <ACK> 200 OK

ANl TBEPRZSIEEE BLE BCXT . ble auth-cancel

ipas N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIEER: WE

3.4.7.9 auth-passkey (I&EBHDXFpasskey)

S8 | 5EA

[REY ble auth-passkey <passkey>

Ihge B AEXS passkey

B <passkey>: ECXIZEH, 796 (UEKF

v <ACK> 200 OK

ANl KB passkey: ble auth-passkey 123456

ip=d N/A

3.4.7.10 auth-passkey-confirm (B@¥tpasskeyffiil)

SR | %A

[REY ble auth-passkey-confirm
Ihee BC3t passkey HaiA

S8 N/A

) <ACK> 200 OK

ANl N/A

= pad N/A

3.4.7.11 auth-pairing-confirm (EZ*JH1A)

ERI | HEA

[RE ble auth*pairing-confirm

ThaE LPOLpIN

28 N/A

M 52 <ACK> 200 OK

Nl N/A

& N/A

3.4.7.12 auth-oob-tk (IREO0OBA T FHIIGREIZEEA)

S8 | 5EA

RE ble auth-oob-tk <tk>

Inee | 1&E oo A THIIGEIEEH

S <tk>: IEBSERTA, 16 FTAN

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XHEE: WE
E2W | W
v <ACK> 200 OK
ANl N/A
= pad N/A

3.4.7.13 oob-remote (3R EBE00BE %K)
SR | %A
=R ble oob-remote <address: XX:XX:XX:XX:XX:XX> <type: (public]random)> <oob rand> <oob
" confirm>
Thae IRE 00B B
<address>: ZSH|#3E
<type>. HuitEHE!
public: ATtk
37 random: FEAIE
<oob rand>: 0O0B FE#1#K 162tHll, 16*3=128bit
<o0ob confirm>: OOB confirm £%#&, 16 ¥, 16*8=128bit
) <ACK> 200 OK
NGl & & 00B &4 bleroob-remot 00:00:3D:06:00:00 public 1234 1234
= pad RERNEIREFMERAN 008 ILXEE25%, HAikEH
3.4.7.14 oob-clear (iBEPFOOBEH)
E2I | %EA
[REY ble oob-clear
IhgE BBk 00B B4
S8 N/A
) <ACK> 200 OK
NGl 7BF% 00B B ble oob-clear
&iF BREIRER 00B LA ERE R
3.4.7.15 fixed-passkey ({&247sithpasskey)
21 | %A
[REY ble fixed-passkey [passkey]

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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3.4.7.16

3.4.7.17

XIEELR: WE
E2W | W
Thae {BERZS ! passkey
S [passkey]: TAUEZEEH, M6 UEF
v <ACK> 200 OK
NGl {BEAZNIE 2 passkey: ble fixed-passkey 1234
&iF ZEn S BE(FHE CONFIG_BT_FIXED_PASSKEY X, B HEN=4ER] passkeyo

wl-add (RIMEEEBRE)
S8 | W
=gl ble wl-add <address: XX:XX:XX:XX:XX:XX> <type: (public|random)>
Ihge MNP RE
<address>: ZSAJlHEE
B8 <type>: iR
public: AFtihk
random: FEAHELE
) <ACK> 200 OK
NG| AIMEEFIAZE: ble wi-add 00:00:3D:06:00:00 public
:pEd Zin S FEEFEE CONFIG_BT_WHITELIST & 3
wl-rem (MB % B2 IR )
E2I | %EA
=) ble wl-rem <address: XX:XX:XX:XX:XX:XX> <type: (public|random)>
Thae MBBRHBRIgE
<address>: ZSA/lHEE
e <type>. HAEIEHRY
public: ATtk
random: FEAHLE
E)vd <ACK> 200 OK
NG| MBZEFRIFRENEE: ble wl-rem 00:00:3D:06:00:00 public
&iF ZE S BEEFRE CONFIG_BT_WHITELIST B

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIEER: WE

3.4.7.18 wl-clear (BZHARH)
E2I | i%FH
RE ble wl-clear
IhgE BTERE
B N/A
v <ACK> 200 OK
ANl BTEHERBE: ble wl-clear
&F Z S EE(FBE CONFIG_BT_WHITELIST B3
3.4.7.19 wl-connect (B&IEZERRERILE)
SR | %A
[REY ble wl-connect <on, off>
IhgE BohEiEa 8 emgE
<on, off>
B on: BHIENEEZRRRIRE, SRATZH<EEEZEHRARPHN—MEE
off: {ZIEBEhER
v <ACK> 200 OK
ANl N/A
&F ZE S EE(FARECONFIG BT WHITELIST B%%
348 GATT#H<
3.4.8.1 discover (EiARSS)
E2I | i%FH
=g} gatt discover [UUID] [start handle] [end handle]
IhgE EFHRS
[UUID]: FBEEIHRSEHI vUID;
=S¥ [start handle]: ZEIFFCYA handle;
[end handle]: &EIHLEER handle
) <ACK> 200 OK
NGl EIBPFBEARS . gatt discover
&x N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIEE: W
3.4.8.2 discover-characteristic (Zia4%F1%)
E2I | i%FH
JRAY gatt discover-characteristic [UUID] [start handle] [end handle]
IhgE RS
[UUID]: FBEEIHRSEHI vUID;
S8 [start handle]: ZEIfELIA handle;
[end handle]: EIFLER handle
R <ACK> 200 OK
NGl ENSE AT gatt discover-characteristic 2A00
&#F N/A
3.4.8.3 discover-descriptor (ZEIFHERRT)
E2I | i%FH
EA gatt discover-descriptor [UUID] [start handle] [end.handle]
IhgE TR
[UUID]: BEEIHIRZHIOUID;
S8 [start handle]: ZEIHECIA handle;
[end handle]: ZEiH455K handle
) <ACK> 200 OK
w3l T4 EHER /T \gatt discover-characteristic 2A00 0 1234
&F N/A
3.4.8.4 discover-include (BB EIRS)
SR | %A
E=A gatt discover-include [UUID] [start handle] [end handle]
IhgEE THEERS
[UUID]: FBEEIFRSEHI vUID;
S8 [start handle]: ZEIfELIA handle;
[end handle]: EIHLER handle
) <ACK> 200 OK
ANl EHFIBEE SRS . gatt discover-include
&F N/A
MRAFRB O M Z BB B IR AT, RE—TINF] 20
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XIEER: WE

3.4.85

3.4.8.6

3.4.8.7

discover-primary (EHEERSS)
SR8 | e
RE gatt discover-primary [UUID] [start handle] [end handle]
Ihge FHEERS
[uuiD]: FEE ARSI vUID;
S8 [start handle]: ZEIFFCIA handle;
[end handle]: EIBZ5ER handle
R <ACK> 200 OK
AN EHFIEEEIRS . gatt discover-primary
&iF N/A
discover-secondary (ZEIERERSS)
SR8 | e
EA gatt discover-secondary [UUID] [start handle] [end.handle]
Ihge EFHRERS
[uuiD]: FEEZIBARSHIOUID;
S8 [start handle]: ZIHFCIE handle;
[end handle]: ZEif455R handle
) <ACK> 200 OK
NGl TP BIRERRSS . (gatt discover-secondary
= pad N/A

exchange-mtu (MTUBIRXEKEIRE)

E2I | %EA

JREY gatt exchange-mtu

TheE MTU B2 EKEIRE

S8 N/A

) <ACK> 200 OK

5l KB MTU 88X EKE: gatt exchange-mtu
= pad N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIEER: WE

3.4.8.8 att_mtu (FREXMTUAK/M)
SR8 | HiEA
=g} gatt att_mtu
IheE | FREX MTU R/)
S N/A
v <ACK> 200 OK
NG FREX MTU K/]\: gatt att_mtu
= pad N/A
3.4.8.9 read (EREUFEhandleXtMZHYEMEE)
ERI | AT
=gid] gatt read <handle> [offset]
Ihie EEFE handle XN AV EE
s <handle>: FEIRENM handlefd, 16 HHIHUE;
[offset]: MME—NFHHRIBE, 16 FHHIEHE;
) <ACK> 200 OK
NG| M handle 3R JE M4 ERYEE 8 FF 19T 48 152EX . gatt read 2a00 8
= pad N/A
3.4.8.10 read-uuid (ERBVAFEUUIDKIEEE)
ERI | AT
=gl gatt read-uuid <UUID> [start handle] [end handle]
Thig BEEESEENSE uUID NEEE
[UUID]: BEZT WM uuID;
=S¥ [start handle]: ZEIE#CIS handle;
[end handle]: EIFLER handle
N N2 <ACK> 200 OK
NG| M handle 3B MHERIEE 8 FHFFIE1EEN: gatt read 2a00 8
s N/A
3.4.8.11 read-multiple (3REXZ 1 handleBV/E141E)
SR8 | e
=gid] gatt read-multiple <handle 1> <handle 2> ...

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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S8 | 5EA

IhEE JEENZ N handle BB
S handle: FEEE IR handle, 16 FHEHIEIE,
v <ACK> 200 OK

AN JEEX 2 ™ handle B4 & gatt read-multiple 12
&iF N/A

3.4.8.12 signed-write (X8 E)

S8 | 5EA

EA gatt signed-write <handle> <data> [length] [repeat]

hee | E8F5

<handle>: FTREEHY handle (B, 16 HFIEHE

<data>: BESNIILIE, 16 HHILIE, LATREEMA 11 soit 408

llength]: RESNWHIEKE, £MRA.512 FT, SR8bit HUEEE YT REIHBERKELRN
[repeat]: S NHIBEEE LXK

) <ACK> 200 OK

NGl M9 0 B9 handle 5N KEA 2 B213E 0x12:gatt signed-write 0 12 2

ip=d ER G Rk HEREER

3.4.8.13 subscribe (iTIEPRSZ)

ERI | HEA

[RE gatt subscribe <CCC handle> <value handle> [ind]

IhgE ITIRARSS

<CCC handle>: 16 #HI##E, cCC IFRZAY handle /&, UUID /3 2902;

28 <value handle>: 16 FHHIEIE, —A% ccC FRZEY handle ZBIAY— handle;
lind]: BEAHREET

v <ACK> 200 OK

ANl LA notify ISR ITIRIE AN cCC: gatt subscribe 1a 19
= pad GATT REHEEH cCC BRSS, ITIRAAEK

3.4.8.14 unsubscribe (BXGEITIH])

ERI | HEA

RE gatt unsubscribe

FRAXFRB O MBS Z BB B IR AT, RE—INF] 23
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S8 | 5EA
Thae BUHITIS
28 N/A

M) B <ACK> 200 OK

NGl EXUH1TIR): gatt unsubscribe
&F SiTIRMEME, BUBZBIRITTIRRIE

3.4.8.15 write (BIANE&<$

S8 | 5EA

[REY gatt write <handle> <offset> <data> [string]

Ihek BNEar<

<handle>: TEBS NEBUEXMNA) handle, 16 #iH|#iE

<offset>: SHE—PEMHENRIZE, 16 HEILHE

<data>: FEGNRVEIE, 16 dflEdE, IS RERNT A shit LR
[string]: BREUFFREERE

) <ACK> 200 OK

NGl BB 0 BY handle RS NBH “ab? FYZERTER: gatt write 00 ab string

& EXFUHIEEHIT response ML

3.4.8.16 write-without-responsen (MM E #5<)

ERI | HEA

ki) gatt write-without-response <handle> <data> [length] [repeat]

Thee il VASE:ae

<handle>: FEEHM handle B, 16 #HH|EK1E

<data>: FEGNBEIE, 16 HEHIEEE, HETREERA 11 8bit HiHE

llength]: BESNNEIEKE, RN 512 FT, =15 sbit BIEEEY REIBERKER/N
[repeat]: FENBIEEE RKIXXEK

M) B <ACK> 200 OK

ANl A handle 7 0 G ANKE 2 BYEHE 0x12: gatt write-without-response 0 12 2
&#F ZENAENmEEML, S EHME NG BRI

FRAXFRB O MBS Z BB B IR AT, RE—INF] 24
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3.4.8.17 write-without-response-cb ({EAFE S TR EIEAMN TN E <)

S8 | 5EA

RE gatt write-without-response-cb <handle> <data> [length] [repeat]

e | EABES TREIENEMN S S

<handle>: FEEHM handle B, 16 #HH|EKE

<data>: FFETGNRVEIE, 16 #FIEHE, HRIRBERA 11 8bit HUE

llength]: BEEANNEIEKE, LRA 512 FT, 28 sbit BIBESEYT mIEEBEBKEKR/N
[repeat]: KENBIEEE LIERE

) <ACK> 200 OK

A5 [ handle0 RS NKE N 2 BIEUIE 0x12: gatt write-without-response-cb 0 12 2
&F 5N Ea<SHXANETFEir< T aEAsERIEIEK 2L

3.4.8.18 get (EBFASEEIRATIR)

ERI | HEA

[REY gatt get <start handle> [end handle]
TheE wWHEEA ATTR

<start handle>: 244 handle

[end handle]: Z53R handle

M) 57 <ACK> 200 OK

NGl I&[H 0~0%x1000 SEEIA ATTR: gatt get 0 1000
&F NS 16 BFHILE

3.4.8.19 set (IREHFATIR)

ERI | HEA

[REY gatt set <handle> [data]

Thae REBED ATIR

<handle>: FEIZER handle
[data]: FEES NBIEIE

) <ACK> 200 OK

28

NGl % E handle /9 10 BYEK#E 0 2a00: gatt set 10 2a00
&F BEEERYTFIE handle FERNBE4HE

FRAXFRB O MBS Z BB B IR AT, RE—INF] 25
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XIEER: WE

3.4.8.20

3.4.8.21

3.4.8.22

3.4.8.23

show-db (2RFFEATTR)

S8 | 5EA

[REY gatt show-db [uuid] [num_matches]

IhEE ERFTE ATTR

[uuid]: REBIHHFE UUID
[num_matches]: HFEEHIFFE UUID I E

W

5

M) B <ACK> 200 OK

NG| EHIBHEA GATT #3E: gatt show-db

& RESHNBHED GATT BIEE, HSHNRBRITEMFE UUID RIFM handle

metrics (GEMmetricsARSS)

S8 | 5EA

[REY gatt metrics [value: on, off]
IhgE FFB /XA metrics fRS
[value]

B on: FFE metrics IR
off: X metrics IRSS

M) B <ACK> 200 OK

NG| FF B metrics fRS5ipgatt metrics on

&3x [ GATT AEAMREE Y metrics BRSS

registér ) CERFMIIEARSS )

S8 | 5EA

[REY gatt register

Thee | FARMEARS

28 N/A

v <ACK> 200 OK

AN BAMIRARS . gatt register

BE | ARBENARS, B0 ccc RSTEMRRS T, TEMEA EHITITIRE

unregister (KEFMIHARSS)

S8 | 5EA

[REY gatt unregister

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIEER: WE

3.4.8.24

3.4.8.25

ERIM | %A

Thie KA AR S5

S N/A

M 7 <ACK> 200 OK

NGl XKFAMIAARSS . gatt unregister
s N/A

notify (notify @)

ERIM | %A

[REY gatt notify [data]

Ihik notify 1B

S [data]: REBABVEHE, —1 8bit BY 16 HFIEHE
M 7 <ACK> 200 OK

il F OB 3 i 1% B ER B LR 9 £70x12: gattmotify, 12
:pEd N/A

indicate (indicate B%)

8 | HEF

[REY gatt indicateyfdata]

IhgE indicate @[

ZH [data]: FEBABVEIE, —1 8bit BY 16 #HHI4kiE
BRZ | <ACK> 200 OK

Nl W ENIEAN A U 12 25 BUHRIECA Y T 0x12: gatt indicate 12
pEd N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIEER: WE

4.1

4.1.1

41.1.1

4.1.1.2

4.1.1.3

4.1.2

T35 ER

KEDIRMETENRAE, 7358 Slave. Master BERT BLE BY GATT i25 . XN EEFE R HITE
RSiTAsI=

N,

GATT IEE 7=f5 (Slave Role)

T HTE T
KRGETER GATT 15175, BENA GATT s<HERFER G,
RENAR

GATT B e L EMTE cmd_gatt.c XHFH, 81T ble_demo TIZA]LISEA GATT 125175 &, ble_demo
TF2IF XR806 SDK FY/project/demo/bluetooth/ble_demo B R,

HEETE

ble_demo Ti2RVEMHEEHI T,

1. bR BTG TEAE,

2. BO%: EEITEIRE varto 1, BT console =Bl &R NGIL -

3. PCHl: ATFIRBEEERF consoled®hl A4 N,

4. FH/FHR: FBTFIEIT nRF Connect 2 , (ANALHY nRF Connect KA RIARZASZE V4.23.00

BIEDRE
1. 4miF ble_demo @iz, THKEE G, EMEIA, R~HEENET.
2.  FHPIREZZEFHIZTT nRF Connect B4,

MRET
1. EEIRFIEZIT ble_demo TH2/E, HIZHIERZITENHAGRMER.

platform information
XR806 SDKv0.3.0 Feb 6202120:11:07

heap space [0x20f200, 0x247c00), size 231936

cpu clock 160000000 Hz
HF  clock 40000000 Hz

sdk option:
XIP : enable
INT LF OSC : enable
SIP flash : enable

WRAXFRE O MG Z BEXBHR B R AT, RE—IINF 28
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XIEER: WE

S>Welcome to Bluetooth Console Tools ......

S>

2. #17 BLE #9a1L, FEHROMN BLE Y158k <

S>ble init

BRINNia1fE, RILUBEILITIEMER:

Device A not active,waking up!

ble rf_init done!

BLE INIT ALL DONE!

BT Coex. Init. OK.

== XRadio BLE HOST V2.3.0.0 ==

<ACK> 200 OK

S [bt] [WRN] set_flow_control: Controller to host flow control not supported
[bt] [INF] bt_init: No ID address. App must«all settings_load()

[cmd] Bluetooth initialized

[bt] [ERR] settings_call_set_handler: set-value failure. key: bt/hash error(-2)
[bt] [INF] bt_dev_show_info: Identity[0]: DA:1F:33:CA:3A:25 (random)

[bt] [INF] bt_dev_show_info: Identity[1]: FD:96:FD:48:€2:C7 (random)

[bt] [INF] bt_dev_show_info: HCI: version 5.0 (0x09) revision 0x0110, manufacturer 0x063d

[bt] [INF] bt_dev_show_info: LMP: version 5.0 (0x09) subver 0x0110

3. FRAH{IBLET &, FEROMAS o<

S>ble‘advertise on

BRIAT RIS E LU TR

3 K K oK oK ok 3k ok ok o K K oK oK ok ok ok ok ok K oK oK ok ok ok ok K K oK oK oK ok kK K K K ok ok sk Rk kK KK

[RandomAddress 7D:2D:D1:24:23:FD ]

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3k 3k %k %k 3k 3k %k 3k 3k %k >k 5k 3k %k %k 3k %k %k 3k 3k %k *k 3k %k k ok

[cmd] Advertising started
<ACK> 200 OK

TR FLE BLE B #BHbE,
4. GEMf GATT IR%, FEROMANGS:

S>gatt metrics on

U LEMER U TR

[cmd] Registering GATT metrics test Service.

[cmd] GATT write cmd metrics on.

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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| <ACK> 200 OK |

5. FHRBITIER: FFFF nRF Connect 3fF, #HITRAEIREHME, TLULEITGIREIERES, BT
Ea @Iy, RERE “CONNECT” &iCiEE,

B 4-1 nRF Connect F#8

- 37 100% 55011:28

= Devices STOP SCANNING

SCANNER BONDED ADVERTISER

No filter

dxh-hello
62:46:FF:34:DB:18
NOT BONDED A-77dBm ©150ms

CONNECT

N/A
08:32:DD:C9:F6:5A
NOT BONDED A-70dBm ©99ms

CONNECT

Xradio
7D:2D:D1:24:23:FD
NOT BONDED A-40dBm ©141ms

3}
N/A CONNECT
4F:49:44:41:52:58
NOTBONDED ~ 4-70dBm ¢ 15ms %

CONNECT $

Xradio CONNECT ¢
73:8B:83:3B:DF:24

NOT BONDED A-67dBm ©120ms

N/A CONNECT
7C:25:DA:02:A4:D1

NOT BONDED 4-89dBm ©202ms

N/A
6C:48:3E:7C:50:05
NOT BONDED A-83dBm ©277ms

CONNECT ¢

EERAINERTLL PR EILATRE T
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NISER . ME

4-2 nRF Connect FEEHRE

= Devices DISCONNECT
XRADIO

SCANNER BONDED ADVERTISERISS . 0 X

CONNECTED

NOT BONDED CLIENT SERVER

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Unknown Service
UUID: 12345678-1234-5678-1234-56789abcde01
PRIMARY SERVICE

[cmd] Connected: 6E:8A:99:6F:0F:E
[cmd] Remote LMP versio
[cmd] LE Features: 00000

[cmd] LE con

0x0608 manufacturer 0x010f
00019

te 0x0006 lat 0 to 2000

ed: int 0x0028 lat 0 to 2000

J Service BN 4 FRoliERY GATT BRSSo = FF “Unknown Service”
BIE— AR ERIE 4.

, BILVEEIEMAIARSS
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4-3 BLE GATT Service

Devices DISCONNECT

XRADIO
SCANNER BONDED ADVERTISER 7D:2D:D1:24:23:FD X

CONNECTED .
NOT BONDED CLIENT  SERVER
Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Unknown Service
UUID: 12345678-1234-5678-1234-56789abcde01
PRIMARY SERVICE

Unknown Characteristic 3
UUID: 12345678-1234-5678-1234-56789%abcde02
Properties: READ, WRITE

&

6. MHTWSHRME: MENE “0x010203" , BRTEANLCFS “D-0-0" #iF, AGHIES
S@ANEIMBERS N, LR 1 LEENO, LRSS S QA EEIRN
4R,

4-4 BLE GATT W

= Devices DISCONNECT  § = Devices DISCONNECT

XRADIO X

SCANNER BONDED ADVERTISER x‘l‘!Allx)lo o X SCANNER BONDED ADVERTISER 0 n o

CONNECTED

KRR CLIENT  SERVER CLIENT  SERVER

NOT BONDED NOT BONDED
: r ' Data written to 12345678-1234-5678-1234-56789abcde02,

Generic Attribute alue: (0x) 01-02-0 i

UuID: 0x1801 t @

PRIMARY SERVICE

(T~ Reat RESPONS Ved from
12345678-1234-5678-1234-5678%abcde02, value: (0x)
01-02:03

*(0x) 01-02-03" received | 3,

Generic Access

UUID: 0x1800 Write value
PRIMARY SERVICE
N 0x 01020 BYTE. ~
UUID: 12345678-1234-5678-1234-56789abcde0 2
PRIMARY SERVICE ADD VALUE

Unknown Characteristic
UUID: 12345678-1234-5678-1234-567689abcde02
Properties: READ, WRITE

Save as...

Advanced v
@

CANCEL | SEND
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4.2

4.2.1

4.2.1.1

4.2.1.2

4.2.1.3

4.2.2

Aext 4B E M5 (Slave Role)

Tl
FrRfliEdER WAENEREN R, BENA
AN

BLE BCXHPE MV EAER T 7%

BE P E dAp L ERLTE cmd_ble.c XHH, 81T ble_demo T#ZR] LI5ERY BLE EEXf1= &, ble_demo T

F2{1F XR806 SDK FY/project/demo/bluetooth/ble_demo B F.

HEETE
HEEIER4.1.1.2
IRESR
RIEPERE 4.1.1.3,

MERBT
1. EIFEIRFIETT ble_demo TH2,
2. #17 BLE #9a1k, FEHROM BLE ¥1B&kE S :

S>ble init

3. fEREECERMSES I

S>ble bondable on

S>ble auth input

4. FRa#(T BLE [3%, EHEORAN FH<:

S>ble advertiséon

BREL TR B LT RR

o K3 oK ok oK 3k ok ok K K K oK oK ok ok ok ok ok K oK oK ok ok ok ok K K oK oK oK sk kK K K Kk ok ok kR ok kK KK

[RandomAddress 6E:E4:A7:E9:94:4A ]

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k %k 3k 3k k >k 3k 3k %k 3k 3k %k >k 3k 3k %k %k 3k %k >k 3k 3k %k %k 3k %k %k 3k 3k %k *k 3k k kk

[cmd] Advertising started
<ACK> 200 OK

5. FHIAERE, WTFENHEBRIURFTRERIT R, FiTFF nRF Connect Bt , #ITE RIS,

AL ENT ARG EER, AT “CONNECT” K.

6. EIERUINS, TE nRF Connect BRI ST “Bond” &HCHIN, =3#HEIX1ERMIERIE,
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4.3

43.1

43.1.1

4.3.1.2

=] 4-5 BLE B2 x4 Ed 12

Devices DISCONNECT  # = Devices Bond = DISCONNECT]
SCANNER VERTISER

SCANNER BONDED  ADVERTISER X SCANNER [EUGEVINY  Refresh services XRADIO

XRADIO
GEEAATED 9d:4A

0 CLIENT SERVER

CONNECTED e CONNECTED
NOT BONDED CLIENT SERVER 3 NOT BONDED Use autoConnect O
Generic Attribute Generic Attribute Parse known characteristics ibute
JUID: 0x1801 D: 0x1801 UuID: 0x1807
RIMARY SERVICE MARY SERVICE L : PRIMARY SERVIC
Clone device's services
Generic Access Generic Access Generic Access
0x1800 D: 0x1800 Show log UuID: 0x18' .
RIMARY SER\ RIMARY SEF PRIMARY S BEFEIER
ESuTR&NR
Xradio
Bexiss :
130389

WWARME, AEREES.

ERAMETUERREXNEE “1303897
7. FHROWANERIL:

S>ble auth-passkey 130389

FCRS BTN G PT AR B LU HTED:

[cmd] Security changed: 58:BA:72:B0:4C:EB (random) level 4

[cmd] Identity resolved 58:BA:72:B0:4C:EB (random) -> 30:74:96:99:1A:76 (public)
[cmd] Bonded with 30:74:96:99:1A:76 (public)

[cmd] LE conn param updated: int 0x0028 lat O to 2000

GATTiE B =~ (Master Role)

THlEY
ARFIEITIER GATT IR E17R, BENA GATT s SHEAFERS %,
RENAR

GATT IEE S EMTE cmd_gatt.c XHEH, 181 ble_demo TFER] LLSER GATT 5 =&, ble_demo
T F2IF XR806 SDK HY/project/demo/bluetooth/ble_demo B F.

HEETIE

ble_demo 2RV EEHI T

1. WER: 28R, BITRGITEARE,

2. B[O EETHIRE varto 15, AT console EHI BRI RIL,
3. PCHl: ATFHEEIERM console I=HIRYH NI Ho
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43.1.3

4.3.2

IREDR
1. ZRiE ble_demo T#2, MIRTARTHRTE, EWURIA, REINREEIET.

MRET
1 FRITEIRSFBEST ble_demo THZ, FIHITAHIRLIT A A/B 87, A{EX Master. B {EX Slave,
2. &R A/B SBIAST BLE AIAKAHD:

S>ble init

3. 3G B BT “ble advertise on” SIS 1

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3k 3k %k %k 3k 3k %k 3k 3k %k >k 3k 3k %k >k 3k %k %k 3k %k %k *k 3k %k k ok

[RandomAddress 5F:6F:67:DA:79:61 ]

sk 3 K K oK oK ok 3k ok ok o K K oK oK ok ok ok ok ok K oK oK ok ok ok ok K K oK oK oK sk kK K K Kk ok ok kR ok kK KK

[cmd] Advertising started
<ACK> 200 OK

4. THHIR B A GATT BRSS, EROBAGS

S>gatt metrics on

AR ER U TR

[cmd] Registering GATT metrics test Service.
[cmd] GATT write cmd metrics on.
<ACK> 200 OK

5. WHMEIR A RIS

S>ble scan on

BILATEER OFRRERE - AV 4S

[cmd] [DEVICE]: 5F:6F:67:DA:79:61 (random), AD evt type 4, RSSI -23 Xradio C:0 S:1 D:0 SR:1 E:0 Prim: LE
1M, Secn: No packets

[cmd] [DEVICE]: 71:CE:BD:2C:89:47 (random), AD evt type 0, RSSI -62 C:1 S:1 D:0 SR:0 E:0 Prim: LE 1M,
Secn: No packets

[cmd] [DEVICE]: 71:CE:BD:2C:89:47 (random), AD evt type 4, RSSI -62 ble-32768-test-48-hour C:0 S:1 D:0
SR:1 E:0 Prim: LE 1M, Secn: No packets

[cmd] [DEVICE]: 14:08:16:04:46:4A (public), AD evt type 0, RSSI -88 C:1S:1 D:0 SR:0 E:0 Prim: LE 1M,
Secn: No packets

MEREB I LRI AR 8 T #HHEE, BN EEAEIEE D,
6. 1FER A FFiREE B:

S>ble connect 5F:6F:67:DA:79:61 random

RIS, ABLUTTED:
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XIEER: WE

sk K K oK oK ok 3k ok ok o K K oK oK ok ok ok ok ok K oK oK ok ok ok ok K K oK oK oK sk kK K K K Kk ok sk kR kK KK

[RandomAddress 56:25:4C:81:C7:1E ]

3k 3k 3k 3k sk sk sk sk sk sk sk sk sk sk 3k sk 3k sk 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk k
[cmd] Connection pending

<ACK> 200 OK

S [cmd] Connected: 5F:6F:67:DA:79:61 (random)

BT B B R INIERZRIFTED:

[cmd] Connected: 56:25:4C:81:C7:1E (random)
[cmd] Remote LMP version 5.0 (0x09) subversion 0x0110 manufacturer 0x063d
[cmd] LE Features: 0x00000000000179ff

7. HITIREEN, A TERBADS:

S>gatt discover

ROFTENH AT E RS

S [emd] Descriptor 2800 found: handle 1
[cmd] Descriptor 2803 found: handle 2
[cmd] Descriptor 2a05 found: handle 3
[cmd] Descriptor 2902 found: handle 4
[cmd] Descriptor 2800 found: handle 5
[cmd] Descriptor 2803 found: handle 6
[cmd] Descriptor 2a00 found: handle 7
[cmd] Descriptor 2803 found:shandle'8
[cmd] Descriptor 2a03:-found: handle 9
[cmd] Descriptor 2803 found: handle a
[cmd] Descriptor 2aa6 found: handle b
[emd] Descriptor 2800 found: handle ¢
[cmd] Descriptor 2803 found: handle d
[cmd] Descriptor 12345678-1234-5678-1234-56789abcde02 found: handle e

[cmd] Discover complete

AILLES], “12345678-1234-5678-1234-56789abcde02” ZIHEHIR B FMEIEM, BIiERIE, H handle

=
E €o

8. 1T GATT G5i{E: MEHIR A F handle @ e WEMGE F/RE “ab” :

S>gatt write e 0 ab string

RINE NEBIPER 2 |

[cmd] Write pending
<ACK> 200 OK
S [emd] Write complete: err 0x00

9. 1T GATT IRIZIE: PHEIR A 1E handle Z e RIBMEIREIE:
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XIEER: WE

4.4

441

44.1.1

4.4.1.2

44.1.3

4.4.2

S>gatt read e

PYIDIREXEIFTENZ

[cmd] Read pending

<ACK> 200 OK

S [cmd] Read complete: err 0x00 length 2
[cmd] Read Value:

6162

Hrh 61/62 IEZ a/b BY ASCII 13,

AeXT 48 E R G (Master Role)

T flfEsT

ARflETER WANENEREN R, BENA BLE BENHBENERERT S

RERAR

BEX P E SRS EERLTE cmd_ble.c X, @idible.demo T2 7] LASERY BLE EC3d 17 = E R, ble_demo T

F2{UF XR806 SDK HY/project/demo/bluetooth/ble_demo B Fs

HEETE
HEFTIFR 4.3.1.2
IREDER
RS RF 4.3.1.3,

MRBRT

1. FEREEIRSD FBETT ble_demo T#2, FIRIFEIRLLTH A/B @R, A {ES9 Master. B ¥EAJ Slaveo

2. PH&EIR A/B 73 5H1T BLE #lia1kan<:

S>ble'init

3. 3G B BT “ble advertise on” SIS

sk 3 K K oK oK ok 3k ok ok K K K oK oK ok ok ok ok ok K oK oK ok ok ok o K K oK oK oK ok ko K K oK K ok kR ok kK KK

[RandomAddress 4C:02:97:82:F7:F4 ]

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k %k 3k %k >k 3k 3k %k 3%k 3k %k >k 3k 3k %k %k 3k %k %k 3k 3k %k *k 3k k kk

[cmd] Advertising started
<ACK> 200 OK

4. IR B AR BRI AES

S>ble bondable on

S>ble auth input

5. AR ABREINERNS I
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S>ble auth input

6. ITHEHIR A EREL B, BIAGS “ble connect 4C:02:97:82:F7:F4 random” :

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3%k 3k %k %k 3k 3k %k 3k 3k %k >k 5k 3k %k %k 3k %k %k 3k %k %k *k 3k %k k ok

[RandomAddress 68:D6:26:BE:96:EQ ]

5k % 5k %k 5k %k ok % 3k %k 3k ok % ok 3k 5k % 5k % 5k % 5k % 5k %k 5k % 5k % 3k ok % ok %k ok % ok % %k % ok *k ok k ok kkkk
[cmd] Connection pending

<ACK> 200 OK

S [emd] Connected: 4C:02:97:82:F7:F4 (random)

7. WEWR A EF security - SELE T2 HFR:

S> ble security 4

HERS &R A FTENHLATER

S [cmd] Remote pairing features: 10: 0x02, OOB: 0, AUTH: 0x0d, Key: 16, Init Kdist: 0x06,Resp Kdist: 0x06
[cmd] Enter passkey for 4C:02:97:82:F7:F4 (random)

PHEIR B TENHLATMER

[cmd] Remote pairing features: 10: 0x02,/00B: 0, AUTH: 0x0d, Key: 16, Init Kdist: 0x07, Resp Kdist: 0x07
[cmd] Enter passkey for 68:D6:26:BE:96:EQ (random)

8. HIEA. BIINEXEEE, U0 123456:

$> ble auth-passkey 123456

AEFILUEEITHER A TEIH I TMER

S [emd] Security.changed: 4C:02:97:82:F7:F4 (random) level 4
[cmd]ddentityresolved 4C:02:97:82:F7:F4 (random) -> DD:3D:03:F5:11:09 (random)
[cmd]‘Bonded with DD:3D:03:F5:11:09 (random)

PR B FTENHLATMER

S [ecmd] Security changed: 68:D6:26:BE:96:E0 (random) level 4
[cmd] Identity resolved 68:D6:26:BE:96:E0 (random) -> DA:1F:33:CA:3A:25 (random)
[cmd] Bonded with DA:1F:33:CA:3A:25 (random)

Eib, BENHBEMINT o
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HRAD SRR TS

Z 1SR
ARAR A ©2020 S Z BXBHRB R AT, RE—TIF,
AXERABZRERCERP, HEENET MO ZERRERAT ( “TZE” ) BEHRE—INFL

AR Z BB R EIEMAARNIA =, RETSZEBEPEIFR], ERARUMNATFEERED. EF. B X
REERAIEA BRI EE, BARFUEAEIEE,

vt

T2 (RE2FE) AT NS ZBEREARABSNEIANE TN BT £
AX AN RPHIBNEEET, ~mBM, MRSEF, WRESEMEARSE,

AR

TR RSBUFERREST MEZEBERAT ( TZK" ) ZEEENE I ERMFRILIR.
PR IR m. RS TSR RN E ST L e EABERN. ERRNEIAR MRS RFA

XA, HEREEAXERNERRE, TFETAEBEARAERTA (BEERRTNEE, B, B8R
fER) EMBAFER, SZEBARR. |

EXEFAERESNESE, AT miREARIEMBRE AXEABE FIEER, NELE, BAHITE
Mo BZEBRRENEREPRHERNER, ERPHERATTEEDRE R, AEAEAXEMAERE (B
EBRRTFEHERN. BAR. FRIHRRK) RERIESE ZANFEMF, T2 AR. AXEPRIFERA.
= S MBI RE SR R (R IESA S,

AR DABRTR SRR S Lt 75 TR T/ ZERBE R B RS AIR T TR R A~ MBS iEH, AT
FERTBE=SHINFIFEL. BEBITRASZARA ARBAEXAITFE, SZBEAFIBOARNSIERKXTIR
I = IFRI AR R ZRahiedt (BRH) . BRI EFrE AR E = AT Al AR A RRIE. TBEERIER
fth X 55
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