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X 3-3 BLE X BétEX# X
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3.4 XEEHEKX
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X 3-4 Mesh X E&XHF#X
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Generic OnOff Server DEAD % XtEse X FahH 8 onoff SEXIX ZX#E -
Generic OnOff Client X|ZA[X 8 X1E5e X PEFERRE onoff SeXIXIEa &8 1

3.41 XEXNXNXEE

3.4.1.1  init)meshiBEIEX

L L (¢

XX mesh init

YK mesh STREERIZE

x N/A

B <ACK> 200 OK

Eme N/A

i | XX XXX EHEYR BLE 3BEIZEN 2R mesh [XIEEEEXI X 15I% 7R BLE 3BRIZNX 81

3.4.1.2 reset)X XX mesh#aX[X

g | EX

XX mesh reset <addr>

YK XX mesh #@[X

=X <addr>XE X X i X BEE X (T 3R 4k B 1asa I8 B 381 ERa R X W EE1
@ | <AcK> 200 OK

EBEE | N/A

XJis DXIIX X4 X 38 X e A+
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3.4.1.3 lpnXIXtE/FEEmNXE Y 15 Y XX

g | EX

XX mesh Ipn <value: off, on>

Y X/ aEmmXEE Y i Y X
<value>[X

PN of (X FEH AR XI%E Y 45 Y X
onXXt&@#mME Y & Y X

X <ACK> 200 OK
1ERE XX X Y 1E52 X Xmesh Ipn on

s 8 A X R XA X7 DX DX 3 0 R X X DX DX Bt D 8 (X 28 i ol DX DX 41 4 (X [X 4B SR A 28
B Xt F5 X X # X 88 22 18 X X Friendship established with xx[X# 37 X+

3.4.1.4  poll X% R i DHE DI XXX

X | EX

XX mesh poll

Y g AR X DX X

= N/A

B <ACK> 200 OK

ER8 R4 A X DX X DX mesh poll

i | ghEEE Y iR D ) M SRR X X S iR 25 X pE X R -1

3.4.1.5 ident[X X/ 1E#RX X s a5 X

el | #X

KHE mesh ident

YK XX R &m0 B X X B BUREE proxy ¥ ItBE-
= N/A

= <ACK> 200 OK
BRE XiEWRNX R &8558 B X mesh ident
X X R &2 B X B X HR 2 60sXI X1 60s DR 2 X B X 8 X XA X X B & 1 X g -

3.4.1.6 dstXIBEEXIXEEY 1R X &6 (X
gEEX | #HX

XX mesh dst [destination address]
TX g2 X gy 1R X A BT R
*KX [destination address][X10 }EEAXI KEEX 2 EMREREF X B8 "local" XBBIE X 5 B E LA IR 55
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sarEX | HX

EX BRI mRK X St X g G-
alk <ACK> 200 OK

] B X3 65EERS 1234 mesh dst 1234

5l Elesa g X X9 XX P 16 EE KX ZEE 123aX X 915t 16 JaSaXIX oxaD2X[X|1% X B8
SR S

3.4.1.7 netidxXBEXmesh Netkeyf[X|[X

I 0

XX mesh netidx [Netldx]

YK B2 mesh Netkey Bri[X

[Netldx]XNetkey 3 B X X X BB 1E (= FE Netkey X W5BR Netkey & X ZEREPR net & subnet
X 10 }aga XX B8 XX X ER RS 65535 HTHE D BRI St 1 X iiE X B8 1E Netkey BRI -
@ | <Ack> 200 OK

1ERE X mesh Netkey BiXIF5 1XImesh netidx 1

[X] i Rt X X s 4 X BT BB 13~ Netldx

3.4.1.8 appidxX X mesh AppkeyBEX|[X]

I 0

XX mesh appidx [Appldx]

YX B mesh Appkey fmX

£K [Appldx]XIAppkey BN 7 X 10 Ja8a X IR BE X X XIE& RS 65535R142 | mok X S 34 X8 (X

&1 nppkey BX+
il <ACK>200 OK
1Er8 BzX mesh Appkey X FS 1XImesh appidx 1
X~ | N/A

3.4.1.9 net-send X FTEESENXNX X

X | EX

XX mesh net-send <hex string>

T AT ERFS XN Mg miameEss X ApiX A EXI Xk

= <hex string>X16 }EEAEMEEFAXI X 32 M

) <ACK> 200 OK

1B X2 +1855 £5 ABCDXImesh net-send ABCD

Nig | XikFELEXEENX TR X -~ esiE e XE S & X FEX Debug i3l
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3.4.1.10 iv-update X 2BE IV X4 X 1E X
wEX | BX
XX mesh iv-update
X 28iE v XA XX & i ERe EEs X ApI XA TE X X1
= N/A
m <ACK> 200 OK
1ERE 283 v i X Xmesh iv-update
Xl 2IER v 1R RN XXX XS 96 BRERXHTEEE X AR v XgE-1-
3.4.1.11 iv-update-testX|B8[X]/FBEE v X §H X3l
wEX | BX
XX mesh iv-update-test <value: off, on>
X FBIX/7a3 v XA XX sg B Ee EER ] AP 1E X X1
<value>
xX | onXE8X
of fX| P52
alX <ACK> 200 OK
1ERE BB v XA 5EX X mesh iv-update-test on
X s X iv update test 5 X| B XUFEEE= JE/R v XIEH Y X
3.4.1.12 rpl-clear&ﬁ%&ﬂﬁﬁg@%ﬁ&&
AR | B
XX mesh rpl-clear
Y e raE X 2 - X s miEReEEE ) APIXI(ATENX X1
= N/A
= <ACK> 200 OK
BRe #FRZXERENX 28X X mesh rpl-clear
Xl XiaX ke ER N EEE
3.4.1.13 pb-gattXPB-GATTIE B X
AR | B
XX mesh pb-gatt <val: off, on>
YK PB-GATT M5l
<val>[X
=KX on[X 1R BB 5
of (IX| TS HEME 51
1 o [X) 48 © Pk g [ s X145 457 4 [X B XAz (X RE 2B 49 Y 7
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sarEX | HX
alk <ACK> 200 OK
1ERE XX PB-GATT 1 X#% B X mesh pb-gatt on

ik 18X PB-GATT 13X sz i X4 K provisioner 18X {FEREXE PB-GATT 13X &2 8B IEHR X4 A& 1847
B XX+

3.4.1.14 pb-advlXPB-ADVIEEZ X

g | EX

XX mesh pb-adv <val: off, on>

TX PB_ADV MJ3

<val>[X

PN onX|1R 2 5

of I FRERI /5

mX <ACK> 200 OK

1ERE XX pB-ADV 1 X®Z XImesh pb-adv on

ik 1&[X] PB-ADV 93X 57 8 [X|4% X provisioner & X|{F#& < 7 PB-ADV %73 DE2 &3 &4 X 1% A JE AR (X
T Kt

3.4.1.15 uuidXIE&XmeshBg&XuuID[X

e | HX

XX mesh uuid <UUID; 1-16,hex values>

T B X mesh &< uuiD

=X <UUID>Xmesh i< uuiD XX 128bit
X | <ACK> 200 OK

1#EE8 | BN vuiD B8 dddcXImesh uuid dddc

s B vuip B XIFS dddcXIXIELFEMmIXI X455 0000000000000000000000000000dcddXZE Kk 7
T | KEXXXRXEXXRXEEXXXXX vuibXEX XX aem X

3.4.1.16 input-numXRBEX 00BEENX £ BEX

fAEX | BX

XX mesh input-num <number>

YX | /8K oos mIB X8

PN <number>[X] DX R BB X35 D £ X 5 i D 822 X D i 2 DA ER X Z85 X D3R X B 6
il <ACK> 200 OK

1BRe X788 123456 X mesh input-num 123456
X s DX Bt 3% (X 15 4 DX g XU imput num DX E& XX X X 452 (X DX 8 3 48 DX BT S BB X -
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3.4.1.17 input-strX W BEX 00BE ZEMEAMAEX
sEEX | #X

KHE mesh input-str <string>

T X 5K ooB EIE TMEFE R ES

*x <string>X XTI BEH X 35 EMEERE X 74 8B X X 2% KPS 6

i) <ACK> 200 OK

1ERE X388 ABCDEF[X| mesh input-str ABCDEF

Xl X1 i 33 X523 X Bk XU BS input string D8 X X X X s X X B 142 DX BT S BE M R

3.4.1.18 static-oob X BAIE00BESH: XX
sEEX | #X

XX mesh static-oob [val: 1-16 hex values]
TX BAR% ooB EERk(X
PN [vallX 16 XRE& XX XXIEE 8 BR byte 1T X w2 X X X R % (X X ek EBA 1% O0B 551

& <ACK> 200 OK
R Bk BAIE 00B E=PE 123456XImesh static-oob 123456
X i N/A

3.4.1.19 prov-method XX &= XXX

X | AX
XN mesh prov-method.<method: static_oob, input, output, none> [action: number, string]
TX it 2 X XX 8 provisioner BR1E

<method>

static_oob X XEBZERAIE 0oB X1 in (X
input X B X BBIE B8 00B R EHIUE X
output XIBE X BBIE I E 00B RIS X
=KX noneX X|EZ1E 00B R EEMUE AR

[action] XXt Bk X I E s X m g i X
numberX] X £ X

string&i”%ﬁ[‘ﬁﬁﬁ&

= <ACK> 200 OK

Zr8 X EB1E ooB R &HARE I R X mesh prov-method none
X s N/A

3.4.1.20 provision& X5 X 3% 4 R (X BB Rl A A X
e | HX

M 45 [X] S R e [ e [X] 5 395 4 X s X+ X R B R Y 9



annn@ﬁcu Mg X R X22 X

X | AX

XX mesh provision <NetKeylndex> <addr> [IVIndex]

Y XDk X 23 48 R X BE BR A AT B X ME L2 REPR mesh A+
<NetKeylndex>XINetkey X [X|10 JfaE4

*KX <addr> [X]10 }BENX XXX FX XS 0
[IVindex]XIv B X

X <ACK> 200 OK
1ERE X X RE PR £ 4% )X mesh provision 010
X XX X 5B X B8 mesh #5743 Ba X R XITE X X1 X 3% 48 T X 88 mesh BB

3.4.1.21 timeout[X|B X Configuration Client modelX|i& X5 X X

g | EX

XX mesh timeout [timeout in seconds]

TX X Configuration Client model XF&#a X% X

=KX [timeout in seconds] X3¢ X X BRI X T BB RS s

@ | <ACK> 200 OK

Zr8 kX Configuration Client model K& D355 B8 3sXImesh timeout 3
X]r X8 timeout DAZFE 25 XIXIBE 455 D DT AfG R sz B+

3.4.1.22 provision-advX[X|[XPB-ADV3 X X 1% X
I 0

KHE mesh provision-adv <UUID> <NetKeylndex> <addr> <AttentionDuration>

TX XIDJ PB-ADV #73 X (X145 (X X 5% (X X 25 X193 (X1 08 23 B s v X OX) DX B A A (-
<UUID> XBeacon §EZXFEY UUIDXI S Z 7T Bk X X 16 484 1< 128bit+
<NetKeyIndex>X X5 X 1E Netkey B [X 10 /&S
<addr>XEKNX XaNX i X 10 1EaNX X+

<AttentionDuration>X X HR A2 XX B 7L EERS s[X10 4E8

X <ACK> 200 OK

1B N/A

X s XI[X|5% X BFEZX] CONFIG_BT_MESH_PROVISIONER [X|{538

3.4.2 Configuration Client model

3.4.2.1 get-comp@ﬂg&ﬂ%ﬂ%ﬁ&@fg@ﬁ@K”E
X | EX

XX mesh get-comp [page]

X AR B D R R R X

M 45 [X] S M e [ e [X] 45 395 4 X s X+ X R B R Y 10
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3.4.2.2

3.4.23

3.4.2.4

RGEDEPNEDN
mEx | EX
KN | [page] KMIXFFENXY &
w | <AcKk> 200 OK
BES XN EE LB X X X mesh get-comp 0
X s N/A

beacon[X|secure network beacon&ﬂﬁﬁ%&/%@ X

SEX | EX

XX mesh beacon [val: off, on]

YX secure network beacon X I&#&X /B X
[val]

=X on[XI B X4 X /51 secure network beacon
of (X XX X% 31 secure network beacon

mlX <ACK> 200 OK

1B (X secure network beacon X|I%[XImesh beacon on

X s 17X mr = XX X Pk 2 X & X sectire netwiorksbeacon X 'EEENS

beacon-listen&ﬁ@&’ﬁﬁg#unprovisioned BeaconlE

X | EX

XX mesh beacon-listen <val: off, on>

YK 1R X X 32§84 Unprovisioned Beacon
[val]

%KX onX1RXIIREE
of 4RI 5

X <ACK> 200 OK

1ERE 1B XX S R unprovisioned beaconXImesh beacon-listen on

(S A X EX KXz

£t DX D e B D /B X X

AR | #X

XX mesh ttl [ttl: 0x00, 0x02-0x7f]

Y| #a o B /X

£ [eel) XD R D el B D110 Kiada DA DA DB X i X XX R ox0 3% ox2~0x7FXIXIXIB[XI S ox01
1% 0x80~0xFF}-

il <ACK> 200 OK

1B XX ttl B 70X mesh ttl 7

X | AR DImRR XX X R X D43 D DI el B

M 45 [X] S M e [ e [X] 45 395 4 X s X+ X R B R Y
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3.4.2.5 friendX#@&X Friend X M H& X /B X X

ganEX | EmX

KHX mesh friend [val: off, on]

YK X /2N Friend Y X

[val]

xK | onXEK

of X ¥

@ | <ACK> 200 OK

1BRe Bt Friend Y XIBEXIXImesh friend on

X ks F XK XX X ok X e X 4 X X i Friend XIIE -1

3.4.2.6 gatt-proxyXHaXIGATT Proxy[X| i Hg& X /8% X X

ganEX | EmX
XX mesh gatt-proxy [val: off, on]
T X GATT Proxy XN #AE X /A% X

[val]

xK | onXEKX
offX| 752

" <ACK> 200 OK

Zr8 B8 Proxy Y X EEXIXImesh gatt-proxy on
(1 3 X2 X X X1k 2 DX 1 XA AR X X8 GATT Proxy XF& -

3.4.2.7 relayX4mXrelay[X iZ i X /Bk X X

wEX | BX
XX mesh relay [<val: off, on> [<count: 0-7> [interval: 10-320]]]
YX X relay DXINZH& DX /B X

val

onXEENX
of fXIF5H

countXIFEAZXI XX XX B& R 717 AR BEXI X R A Rs 2

interval XIFBZBIXI XIS BEES S 10 3 BEBEXIX7TEE msXIXIXES RS 32X= 320msXIXI ¥R ES:HT X
X oXfF XK BENX X =ESFS 201

= <ACK> 200 OK
1ERE BN relay ThBEEEXIXIBERZ 3 X XIFIX 30msXmesh relay on 3 3
X F Xk XX X R % (X i X AR X XU E Relay [XIPE -
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3.4.2.8 net-key-addX|/& | NetkeyEBHaXINetkey List[X]

sEEX | #X
XX mesh net-key-add <NetKeyIndex> [val]

X B Netkey BBHRX Netkey List
<NetKeyIndex>XX#iE I ¥ Netkey BE X

[val]XINetkey E&[X|16 EEa XXX X Ebs 16 HRgival BEFXE | XX | EREXHMXE
key 51

@l <ACK> 200 OK

1ZRE iz X PE 1X55kE 0x1234Xmesh net-key-add 1 1234
X N/A

3.4.2.9 net-key-getX#& X XIEEH Netkey[X]

ganEX | EmX
XX mesh net-key-get
YK WX BEY Netkey

=X N/A
X <ACK> 200 OK
Eme N/A
(Xl N/A

3.4.2.10 net-key-del(X & X Netkey X

e | HX

XX mesh net-key-del <NetKeylndex>

X # X Netkey

X <NetKeyIndex> XY Netkey Bl

w <ACK> 200 OK
e XX 13 NetkeyXmesh net-key-del 1
X N/A

3.4.2.11 net-key-update XX iR IREX R XY BEPRNetkey X
saEX | #X

XX mesh net-key-update <NetKeylndex> [val]
YIX XI5H 10254 X1 RE PR NetKey

<NetKeyIndex>[X 3% B XIEHY™ Netkey ¥ Br[X]
[val]X#8# Netkey BEEX1FXINX XX XX ENX Netkey 5533 55K X 25 R~

PN
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EX | EX

miX <ACK> 200 OK

1ERE XX ks 1 ¥ NetkeyXImesh net-key-update

Xl #EREX] CONFIG_BT_MESH_CDBX|{HY™ Netkey E555%= cDB 81X~

3.4.2.12 krp-getXIHEX $REX 4R X X 3 2 4 8 2 (X

e | HX
XX mesh krp-get <NetKeylndex>
TX MR DX o e X X 35 s 4 i

N <NetKeyIndex>XIREHGRX™ Netkey 3 BE[X]
& <ACK> 200 OK

e N/A

X N/A

3.4.2.13 krp-set[X|[XI[X$RE4q X X 32 iA 58 2 X
sEEX | #X

XX mesh krp-set <NetKeylndex>’<Transition:0-3>

YIX DX DX e D (X352 ¥ g

<NetKeyIndex>X 3 EAG X Netkey # Bi(X]

KN | <Transition>[XI[X] 34 1A 18 a2 DXBRRT R4 22 A [X) X B a4 18 P ke X B 47 55 X7 (XU 8% 0-3XImIX]

BN B2 ME 3
=) <ACK> 200 OK
1BRE X248 Netkey ¥ FEX o 1 ¥ XIR#RHTER T 2K mesh krp-set 1 2
(1 N/A

3.4.2.14 app-key-addX|i& I AppKeyEEHa X Appkey List[X]

g | EX

XX mesh app-key-add <NetKeylndex> <AppKeylndex> [val]
X & 1 AppKey E4@mX Appkey List
<NetKeyIndex>X|X|;Ft& | AppKey 3 £1%3 Netkey fi[X]
£K <AppKeylndex>X[XI/#FiE 3 3~ AppKey Fi[X

[val]XAppkey E&[X16 1REEX XXX EERE 16 EMaEival BEFXE 1 XX iR | ERIEXANXE
key &1

w <ACK> 200 OK

1ERE E ] netkey B[S 1Xappkey B FE 1Xappkey 55f5 0x1234Xmesh app-key-add 1 1 1234
X | N/A
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e RNZKX
3.4.2.15 app-key-delX ZE X AppKeyX
X | AX
XX mesh app-key-del <NetKeylndex> <AppKeyIndex>
Y| #X Appkey
N <NetKeyIndex>X| X;HFEEX| AppKey 3£ NetKey BE[X
A <AppKeyindex>XIXHFEE X AppKey B X
i) <ACK> 200 OK
1BRe H X netkey BRXFE 1Xlappkey BAXFE 1 3 AppKeyXImesh app-key-del 1 1
MXi& | N/A
3.4.2.16 app-key-getXH& X AppKeyX
X | AX
XX mesh app-key-get <NetKeylndex>
T EDN AppKey
= <NetKeyIndex>X X & XY AppKey X & X Netkey A
i) <ACK> 200 OK
BEE | N/A
X XX 8 352 & X XEE XX XXX Netkey 3 AppKey
3.4.2.17 net-transmit-param XX X/#& X & A EZ K XX
X | AX
XX mesh net-transmit-param [<count: 0-7> <interval: 10-320>]
Y DDA e X152 A i 2 o DX (X1 88 DX X DX ok X X i X a3 R [X)
= [count] XIFBZ XX
Al linterval] X|TEZ X
miX <ACK> 200 OK
BEE | N/A
X | N/A
3.4.2.18 mod-app-bind XXX FeX XXX X AppkeyX
RN | HX
XN mesh mod-app-bind <addr> <Applindex> <Model ID> [Company ID]
YR | KX5EXXXXNK Appkey
<addr>XAEERYH unicast &
=KX <Applindex>XXIXI#~ App Key Biil[X]
<Model ID>[X| FE X2 R 1k
7 199 X 9B O M e [ B [X) 33 355 4 X g (X1 X R BB 90 9 15
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#wEX | BEX
[Company ID]X A rESR B X F X | X EBIEX 5555 OxFFFF
i) <ACK> 200 OK

i %% element 1 & X model 2 @ Appindex 3 XX XImesh mod-app-bind 1 3 2
X N/A

3.4.2.19 mod-app-getXHEX XModelXI[X#AppKey[X

X | AX

XX mesh mod-app-get <elem addr> <Model ID> [Company ID]

TX #&XIX Model XIX#™ AppKey

<elem addr>XIFE XXX AR BE 5

KN | <Model ID>5E X 2R R

[Company ID]X| A RESR 3

@ | <ACK> 200 OK

(g N/A

X s #EXIX company 1D X X £ X 1E#E XX A BeSEXIXI 4 AppKey

3.4.2.20 mod-app-unbind XXX 5EX X X" AppKeylX]

X | AX

XX mesh mod-app-unbind <addr> <Applndex> <Model ID> [Company ID]
T XXX NXFEX - AppKey

<addr>XI}SBRY " unicast 51

<Appindex>XAppKey B X

<Model ID>X5e X 2R 1

[Company ID] X A fREX A B

= <ACK> 200 OK

1BRE N/A

(S #EXI company 1D KX E&XIHEX XN A BRTEX XY AppKey

3.4.2.21 mod-pub[X#&X/B& X #aX 5eX 5 X #HEE XXX
gEEX | #HX

XX mesh mod-pub <addr> <mod id> [cid] [<PubAddr> <AppKeylndex> <cred: off, on> <ttl>
<period> <count> <interval>]

TX HEX)/ B XA X FE X415 X B R R X
<addr>XEREY " unicast BH{E

RN | <mod id>XFEXZ AR ID
[cid]&company id&&%ﬁ%f‘% OxFFFF

M 45 [X] S M e [ e [X] 45 395 4 X s X+ X R B R Y 16



annn@ﬁcu Mg X R X22 X

sarEX | HX
<PubAddr>X5 X
<AppKeylIndex>XXIXI#~ Appkey Bm[X

<cred>[Xfriendship credential flagX|#8 ¥ 1 X BB1E X g4 1% X T 1 28 X PR BB it i 3 XI[X
K+

<ttl>DDXIBF AR DAY e B5 <00 (asa X X X X 1 X X X B 0x0 38 ox2~0x7F XX X & X1 B5 0x01 ]
0x80~0xFF+

<period>X|15 X X481
<count>XX 5 XX XXX X145 X X F& 7

<interval>X X5 8 XX 7L 28RS soms X X EE1E X s 131
& <ACK> 200 OK

1B XX SE X 5 X B E X mesh mod-pub 1 1

s S IXI XXX X2 XF 9 BR o XIXHS X = XIE XX Z [X3RF 2 BR < (X Xeid o2 X454 X R R 3%
B X D2 cid =X X PR X 5 BB 12 (X5 55 OxFFFF--

3.4.2.22 mod-sub-addXi& I FEXENXNX

sarEX | HX

XX mesh mod-sub-add <elem addr> <sub addr> <Model ID> [Company ID]
TX x5 XA X 28 X 1A X & X se KR D124

<elem addr>XAEBEY " unicast $HEEE 10 1E2a I 288

<sub addr>X|[X /& o RENXIZENX i EEENXEE 10 kasaX X 785
<Model ID>X5E X IDX ¥R 10 ke XIDIZLEE

[Company ID]XIF XX X /55555 oxFFFFIXEE 10 kRSS2 88
<ACK> 200 OK

e RN 2 BBA5EE 3 52X 4 BEXImesh mod-sub-add 32 4
N/A

S
X

3
X

B %

=
i

3.4.2.23 mod-sub-delX X 52 XEN X

ganEX | EmX
XX mesh mod-sub-del <elem addr> <sub addr> <Model ID> [Company ID]
X 1EX1#5 52 B X 28 X PE 8 X 1 X e X4 1 XU X 5 48

<elem addr>XIABBEH unicast FEENXEE 10 lfé;'%ﬁ&@ﬂ
<sub addr>XIXFFE X BN #ENXEE 10 1asaXNX T

M odel 105X DIREE 10 KRR 788

[Company ID]XIF XIMEX| X5 55F5 oxFFFFIXEE 10 XRES X X288
& <ACK> 200 OK
g B e0E 3 352X 4 BBY ENX 2 2[Xmesh mod-sub-del 32 4
X i N/A
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RGEDEPNEDN
3.4.2.24 mod-sub-add-valXi& | X EERRTEX Y ENXENXNX
ganEX | EmX
KHE mesh mod-sub-add-va <elem addr> <Label UUID> <Model ID> [Company ID]
TX B NEHEBTXTaXEKX
<elem addr>XABHEY " unicast BHENXEE 10 MAEA XX 788
N <Label UUID>XIIX3HF & 3 7 label UU|D|E¥[ 10 Jada X8R
*i <Model ID>XI5EX] ID[X#E 10 }a#a KK
[Company ID]XIFXIBR X X /555 EE OxFFFFEﬂ: 10 MaRAXIX 7485
@ | <ACK> 200 OK
ERe 7 BB 2 BBA8EE 3 758X 4 FEXImesh mod-sub-add-va 32 4
X s N/A
3.4.2.25 mod-sub-del-vaX|#55eX# & X 2& X pE & X X EE %X
I 0
XX mesh mod-sub-del-va <elem addr> <Label UUID><ModelID> [Company D]
TX gasE X ENX 28X PR EE X X SRR AR
<elem addr>XIA8BEY " unicast FEEEN 2B 10 @I85
N <Label UUID>XI X EE X3 label UUID[XIEE 10 4BHATX X\ 5288
*K <Model ID>[X 52X ID[X|$E 10 Kfaié DX 88
[Company ID]XFXIBR X XIS EShE OxFrrFX$E 10 1REa XX 88
miX <ACK> 200,0K
1ERE XA 347 52X 4 TBH X ZE 242 2XImesh mod-sub-del-va 3 2 4
X1l @, | N/A
3.4.2.26 mod-sub-getXHE X FEXIANEE XX
X | EX
XX mesh mod-sub-get <elem addr> <Model ID> [Company ID]
YR | #XEXEXENX
<elem addr>[XASBEY unicast HENX#E 10 ll'é A ES
xX | <Model ID>X5E[X IDX$E 10 }EHEANI DT
[Company ID]IXIF XX X /5550 OxFFFF|E¥|: 10 EEAXIX 88
PN <ACK> 200 OK
1B HEX#8EE 3 52X 4 BB TEX 28X XImesh mod-sub-get 3 4
X N/A
M 848 X 9 © e ot [ B (X1 4% 15 4 (X A (X162 (X R 2B 0 R 18



annn@ﬁcu Mg X R X22 X

3.4.2.27 hb-subX|H&X /B X¥ HeartBeat B X XIIE (X

mEx | EX

XX mesh hb-sub [<src> <dst> <period>]

T X HaDX /B X AR XY HeartBeat JEXI X1

[src] XX B5{E I HeartBeat 3 X5 R BHEDEE 10 HEHA XX ZLERH
[ds]X#¥ B X HeartBeat ¥ S EEBHENXEE 10 AKX X ZBEH]

[period]XHeartBeat (X5 XIMEIXI#E 10 XA&a XX 24 88 X I (X @ 12 (X138 X 2= b DX DX M X X =2
(1<<(period - 1))+

= <ACK> 200 OK
ERe BEXIMRIX HeartBeat YENXIXIWE XX BEE 1 X394 62 2X X BIFS 3XKImesh hb-sub 12 3
X s F X XX X e o X4 X A XU X 8 HeartBeat 7B [X X1

3.4.2.28 hb-pubX|#&X/B&X|HeartBeat M 5l X XX
wwEX | BX

XX mesh hb-pub [<dst> <count> <period> <ttl> <features> <NetKeylhdex>]
TX & X /B HeartBeat ME51[X X

[dst] DX PiE DX 6 JBL 7547 3422 DX 8B 10 Jiasa X BB &0

[count] XX X8 5 £= IXIXIXISE 10 4EAREDXI D 2852
[period] XM X X & 45 £ XX 5B 10 4aRAIXI X285 %]

[etl] DX DX XM DX 44 X DXIXISE 10 Kiafia DIXIZEES %1
[feature] XIMEX XIE R IXIDXIEE 10 Jfasa X X 88 %0
[NetKeyIndex] Xt X XIFERZTES Netkey FEX X 58 10 /A XI5 88
mX <ACK> 200 OK

1ERE & DG DX Wz, X X X mesh hb-pub
DS AR XX Xk o X g X AR X X 8 HeartBeat [X X X1

3.4.3 Health Client model
3.4.3.1 fault- get&ﬁﬂ&m&m&y&m&&

fAEX | BX

XX mesh fault-get <Company ID>

T X & Health Server SEXPEMAS BRI X 28X

= <Company ID>X|CIDX#E 10 }a& XX %88 XIXFIX X

i) <ACK> 200 OK
1ERE & X oxFrFF 84X 28X XImesh fault-get 65535
X N/A
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3.4.3.2 fault-clear[X B X 52X & X 28X 2R ZE X

e | HX

XX mesh fault-clear <Company ID>

Y X EREE Health Server ST FEMK S ERY 84X 28 (X

* <Company ID>X|CIDX#E 10 }aZA XX 8E XX FNX X

& <ACK> 200 OK

1ER8 78 oxFFFF 84X 28X Xmesh fault-clear 65535

X N/A
3.4.3.3 fault-clear-unack X/ & [X|5e X% X|2& X| 98 X H #x Z X

e | HX

XX mesh fault-clear-unack <Company ID>

TX $BX W EREZE Health Server TEX| PRI S Y 84X 28X

N <Company ID>X|CIDX|#E 10 }aZA XX 8E XX FX X

& <ACK> 200 OK

1ERE #REE oxFFFF 84X 28X XImesh/fault-clear-unack 65535

X s N/A
3.4.3.4 fault-test BB FEX ASEER#X X

e | HX

XX mesh fault-test <Company ID> <Test ID>

YX Health Server SEXFSEE1[X]

%K <Company 1D>X|CIDX$E 10 }aEa XX B XX FXX

<Test ID>X B X XX 1D B8 10 HesaXIX K8

alX <ACK> 200 OK

1B 1#IRENX XX 10X mesh fault_test 65535 1

[X] i X FELEXFXEB X Health Server SEXIBEX B X1 X IF
3.4.3.5 fault-test-unack X BBX|FE X A6 RE 4B X 4 X [

e | HX

XX mesh fault-test-unack <Company ID> <Test ID>

Y X Health Server S2XA8BE B X N1 (X

N <Company ID>X|CIDX$E 10 }aEA XX B XX FXX

*K <Test ID>X/THEEENX XX 1D FX#E 10 1EEaX X588

mlX <ACK> 200 OK

1B 1# RN XX 10X mesh fault-test-unack 65535 1

M 848 X 9 © e ot [ B (X1 4% 15 4 (X A (X162 (X R 2B 0 R 20
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XXk XZX
wEX | BX
X s N/A
3.4.3.6 period-get X DX B [X X 1% 5 X X §81 <]
wEX | BX
XX mesh period-get
YK e DX 8 X DX 0% 45 X DX 8
=X N/A
X <ACK> 200 OK
Zr8 & BA X X% 15 X X 1 X mesh period-get
X s N/A
3.4.3.7 period-set[X| i X 88X XI5 X X 81 X
wEX | BX
XX mesh period-set <divisor>
DX e DX 8 X DX % 45 X DX 8
=X <divisor>D X X315 DA D EENXISE 10 Aags IXIZYEE XX EstE (X F5 0~15
X <ACK> 200 OK
1ER8 R X 8B XIXI 0% 15 X X R [XImesh period-set 2
X s N/A
3.4.3.8 period-set-unack D}<¥BDX 3R X8 X [ 1 15 X X 381 [X]
wEX | BX
XN mesh period-set-unack <divisor>
DX 98 [X] 9 Age X1 & X X 1 145 DX X 98
=KX <divisor>[X| XA D15 X X X8R 10 Kaga XX BE X X EEHE XIS 0~15
X <ACK> 200 OK
Zr8 Bk X8RN X &S X X X mesh period-set-unack 2
X s N/A
3.4.3.9 attention-getX|#f& X Attention Timer[X/1% X
wEX | BX
XHE mesh attention-get
YX & Attention Timer X1
=KX N/A
1 38 X 98 © ik g X B [ 5 43 4 (X s (X -8 (X R 2B 45 59 21
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sEEX | #X
= <ACK> 200 OK

1ERE #&X Attention Timer X[#& X mesh attention-get
Xl attention timer XX 1% & X [E R 1E

3.4.3.10 attention-setX/B&Attention Timer[X|IE X

sarEX | #HX
KHE mesh attention-set <timer>
X BkX Attention Timer X%

£ <timer>XB X B X #5X X1ZFS timer XX Xtimer EZBS attention HRic XFX rTaERE sKXIXEE
- #1IFs 0~0xFF B 10 kE#a XX 5UE8

mX <ACK> 200 OK
¥EHs Bk [X Attention Timer FEEEX X HFE 55X mesh attention-set 5
X N/A

3.4.3.11 attention-set-unackX38 X XAk X Attentiof TimerXII&NX

el | #X
KHE mesh attention-set-unack <timer>
YX B HEENX Attention Timer [X|1%

£ <timer> Xk X B X # X X4 RS timer XX Xtimer 5205 attention #3412 KB riAaks sXIX 5%
1&XIFs o~oxFF#E 10 Jaia XIXISUES |-

= <ACK> 200 OK
1ER8 ﬂﬁ& Attention Timer PEEEX XS 55X mesh attention-set-unack 5
DXl N/A

3.44 Health Server model

3.4.4.1 add-fault[X]E 1 £¢XI28XIX

X | AX

XX mesh add-fault <Fault ID>

Y | R &XEX

RN | <Fault ID>[XJE 3 #7840 28X IDXISE 10 KgAK BB XIXXIFS 0
alk <ACK> 200 OK

B & 88X 28X 1Xmesh add-fault 1

Mg | N/A
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3.4.4.2 del-faultDXEE X &2 X 2 XX
X | AX
XX mesh del-fault [Fault ID]
YR | EXEXRK
x <Fault ID>XIi& | ¥ 82 0 IDXIEE 10 AEEAXIXZLERXIXIRE 0
) <ACK> 200 OK
1ERE HENX 52X 10X mesh add-fault 1
Mg | N/A
3.4.5 RAXIXIMkIER
3.4.5.1 cdb-create[X] [X|XIMesh#s 4 [X] X Mk [X]
AER | %X
XX mesh cdb-create [NetKey]
YX XX Mesh 145 X X ik
=X [Netkey] X243 X3 X 16 Kiaga X ZEE X ERXIFR 16 £
@ | <Ack> 200 OK
1B XX Mesh 54 X Xk [X/mesh cdb-create dddd
X N/A
3.4.5.2 cdb-clear[X#REMesh#% X X Hk(X
X | BX
XX mesh cdb-clear
Y FREE Mesh A5 X X Ik
RN, 'N/A
@ | <Ack> 200 OK
HBEE | RE Mesh Y XXMk Imesh cdb-clear
Mg | N/A
3.4.53 cdb-show X B&Meshizid X X kX
AEN | AN
XX mesh cdb-show
TX BE Mesh 1249 X Xk
KX | N/A
miX <ACK> 200 OK
1B B3#18 Mesh 14T XXX EEXI X XImesh cdb-show
Mg X 98 © M nge [ B X 132 155 4 (X S [X) 82 (X R BB g 9 23
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sEEX | #X
X N/A

3.4.5.4 cdb-node-addX|/& | X EEMeshisz A XXMk [X]

X | AX

XX mesh cdb-node-add <UUID> <addr> <num-elem> <NetKeyldx> [DevKey]
Y i 1 A< B8 Mesh Az X X Mk

<uuip>X#&X vuiDX 16 HEEASLEEXIERX 16 M

<addr> XX X 10 KRR TLER

<num-elem>X B X ABEEX X X110 kzga 588

<NetKeyldx>XINetKey BEX[X|10 }REATIEE

[DevKey] XA XIBE X X3 K16 (EETBE IR 16 EMRETTF X BRX £ XXX E RN X
XX

@l <ACK> 200 OK
&R &= M 88 Mesh 8 XXX mesh cdb-node-add 1234 2 3 4
X s N/A

3.4.5.5 cdb-node-delX ZENXMeshi 4T X X kBB X X

el | #X
XX mesh cdb-node-del <addr>
TX HE X Mesh 15 15X DXk FE X

<X | <addr>XIERXBHERX10 MBI B

X <ACK> 2000K

YERE HX Mesh HAF XX HFERRN 1KXmesh cdb-node-del 1
DX N/A

3.4.5.6 cdb-subnet-addXj& I £ EEMeshisz AT X X Wk (X

g | EX

XX mesh cdb-subnet-add <NeyKeyldx> [<NetKey>]
Y B2 RA%ER Mesh A X X Mk
<NeyKeyldx>XINetKey BE[X [X|10 }EEATLEE

= [Netkey] Xt D38 X116 KRBA KBS XIERX 16 Em (T D me R X XIRX#9EE BRI XXX
=) <ACK> 200 OK

Eme & 1 1% 3 B8 Mesh 84 XM X mesh cdb-subnet-add 3

X N/A
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3.4.5.7 cdb-subnet-del X ZE& X Mesh# 4 X X kP8 £ X

mEx | EX
XX mesh cdb-subnet-del <NetKeyldx>
X #EX Mesh AT X X FKFE R 1%

= <NeyKeyldx>X|Netkey B X 10 }EEATLEE

& <ACK> 200 OK

1ERe HE X Mesh 113 XIXIHFEER; 1Xmesh cdb-subnet-del 1
X N/A

3.4.5.8 cdb-app-key-addX|/& J AppkeyEEMeshiE#d X X Hk[X]

mEx | EX

XX mesh cdb-app-key-add <NetKeyldx> <AppKeyldx> [<AppKey>]

YX B Appkey 88 Mesh 4 X X ik

<NetKeyldx>XINetKey B X110 }REATIEE

KN | <AppKeyldx>[XAppKey FEIXI[X10 4EEEZES

[Appkey]XApp (X132 [X16 47845285 DERIX] 16 EMimsT X BRI < DD X # 25 BRIX X XI X

=) <ACK> 200 OK
B | @ netkey2 ¥ appkey3 B8 Mesh 54 XD [XImesh mesh cdb-app-key-add 2 3
X s N/A

3.4.5.9 cdb-app-key-del X EE X Meshisz 5 X X kPR AppkeyX]

wEX | BX
XX mesh edb-app-key-del <AppKeyldx>
T X Mesh 5243 X XIHABE Appkey

* <AppKeyldx>XAppKey B K10 }REATIEE

w <ACK> 200 OK

g X Mesh 11 X X HPE appkey 1Xmesh cdb-app-key-del 1
X i N/A

3.4.6 Generic OnOff Server

3.4.6.1 onoff-srv-setX X X Bk X on/of i B 18 X 1% X

sEEX | #X

XX mesh onoff-srv-set <val: off, on> [trans=<ms>] [delay=<ms>]
YIX B X X on/off G FR1E X 1%

£ <val>Xon 58X off 578
- [trans] X)X £2F DX B8 X1 2 [ i T 2 X 0 4 7 R S B2 0058 X X B B DX 7288 s
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G INEDN
e | HX
[delay] XM DX X B X = sk [X 55 X S R X P BB BB B 3% VR AP 4 B 7R ms
il <ACK> 200 OK
Eme B XXX onoff [XIERS offlmesh onoff-srv-set off
Xl | N/A

3.4.7 Generic OnOff Client

3.4.7.1 onoff-cli-getX FEYRIEHE X on/off X I X
wEX | BX

XX mesh onoff-cli-get

X HEXIE A48 on/off X%

=x N/A
& <ACK> 200 OK
1B N/A
X s N/A

3.4.7.2  onoff-cli-setX|EEYEIENX Kon/offX 1F X
sEEX | #X

XX mesh onoff-cli-set <val: off, on> [trans=<ms>] [delay=<ms>]
YIX FEtR AR X 1 eRdE on/off [XIIE
<val>Xonb&Ee Xoff f575

PN [trans] XD AFIXI A 2 ik [ 5 Rl P53 X1 7% 14 37 R 2. 3 B2 DX 08 DX D47 DX B X 7T 28 s
[delay)D< PAI0XI X1 354 [X] 22 e [ %5 DX 5 B X s B R 3R £ B TR ms

i) <ACK> 200 OK
1ERE XXz #EXERS onlXmesh onoff-cli-set on
X N/A

3.4.7.3 onoff-cli-set-unack[XI3E X T EEEHE X KX on/off X 1E X

el | #X

XX mesh onoff-cli-set-unack <val: off, on> [trans=<ms>] [delay=<ms>]
DX $BX N YRR AR X IR A1 on/off X1

<val>Xon 58X off fE%E

=X [trans] (XX 147 (X B84 X =2 Ak [X) 8 RS PR X 07 17 378 BB REI PR DX 0 DX DX B~ X BB X L 28 ms
[delay] XI#0 X X B8 X =2 gk X 85 DX SR RR X P BB BB B3R IR P 24 XN BIX 7T A8 ms

@ | <ACK> 200 OK

1BRE XX 3EXIERS onXImesh onoff-cli-set-unack on
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wEX | HK
Xl N/A

<&

o
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4 EREHX

XX 45 2 2 P PR 12 AE X ZkETHE PB-GATT 18 PB-ADV X & Mesh XX X R # N

4.1 mesh X#2#BEEX PB-GATTX

411 $EREXER
XizreX & XX XXX Mesh 17X X1 XX X X ER AR mesh XI844 X B8 12 473 g1~
4.1.1.1 HEX®BKX

Mesh XBEX X cmd_mesh.c XEEPEMKE ble_demo BIX(FERFEL mesh XX XX X #EDble_demo
iR B XR806 SDK " /project/demo/bluetooth/ble_demo X+

4.1.1.2 X

ble_demo WX X #HEFX BN E-1-

1. EEEXXIRERRX R

2. PAMRXEXERELES varto HEXX1ENX console XI&AHY S EBEF|

3. pc XIX1ENX XEBXXME console [X#RH XRBENE T

4. EX/KEXIEXXR nRF Mesh HERXIXI D34 nRF Mesh X1&# 17 X4 v2.4.11+
4113 XEEXE

1. H7Z ble_demo XX FERNX &N NN Fa=(FXigre s X Xir+

2. EX/XEREXEX /R R Mesh EHHE+

412 BEBXRIE
1. XUEEBYEBRX R ble_demo MIXIXINX XX #41EraE51R X E XX X fEE-1-

use default flash chip mJedec 0x0

[FD I}: mode: 0x10, freq: 96000000Hz, drv: O
[FD I]: jedec: 0x0, suspend_support: 1

mode select:e

[VFS INF] LittleFS mount success.

platform information
XR806 SDKv1.0.0 Apr 22021 18:48:49

heap space [0x20d7ac, 0x247c00), size 238676

cpu clock 160000000 Hz
HF  clock 40000000 Hz

sdk option:

M 45 [X] S M e [ e [X] 45 395 4 X s X+ X R B R Y 28



annn@ﬁcu Mg X R X22 X

XIP : enable
INT LF OSC : enable
SIP flash : enable

S>Welcome to Bluetooth Console Tools ......

S>
2. J&R BLE 3EEZENXIISE 85 BLE 3BEZENX 82X

S>ble init

LY BRI Z NN TR RREE R IR X RIS X

Device A not active,waking up!

ble rf_init done!

BLE INIT ALL DONE!

BT Coex. Init. OK.

== XRadio BLE HOST V2.5.0 ==

[bt] [WRN] : Controller to host flow control not supported
[bt] [INF] : No ID address. App must call settings load()
[cmd] Bluetooth initialized

[bt] [INF] : Identity: CE:BA:E1:F6:4F:4A (random)

[bt] [INF] : HCI: version 5.0 (0x09) revision 0x0111, manufacturer 0x063d
[bt] [INF] : LMP: version 50 (0x09) subver 0x0111

[cmd] Settings Loaded

<ACK> 200 0K

3.0 JEIR Mesh FEfEHERZ X ERE 7 288 X 82X

S>mesh init

LY IR IEHRR B X

== XRadio BLE HOST V2.5.0 ==

[cmd] Mesh initialized

[cmd] Use "pb-adv on" or "pb-gatt on" to enable advertising
<ACK> 200 OK

4. I%1E PB-GATT " XX XX

S>mesh pb-gatt on

LY mE B X 4B SRR 1 HE X

[bt] [INF] : Device UUID: 00000000-0000-0000-0000-00000000dddd
[cmd] PB-GATT enabled
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<ACK> 200 OK

S 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3%k 3k >k 3%k 3k 3k %k 3%k 3k %k >k 3k 3k %k %k 3k %k %k 3k %k %k *k %k %k kk

[RandomAddress 7F:33:E6:D8:AF:7F ]

3k 3k 3k %k >k 3k 3k 3k 3k ok 3k >k 3k 5k 3k 5k 3k 5k >k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 5k ok %k >k %k 5k 3k 5k 3k 3k %k 3k %k %k 5k %k >k k k ok

5. 1RE nRF Mesh 88 XIXI38“ADD NODE” X3 XIka /R X X Bk X s X XU (P 4R S B E FRPE Y R X B mE X =
B & xradio” XX FB X X XZE 1@ “IDENTIFY" BRI XEE X 58I DENTIFY” 218 X 5% X B X £ X X 38 “PROVISION”

Z1PXEXPIXIEX o8B X X B &4 RNX -+
£ 4-1 nRF Mesh X%

= W45l U P4 82%1

Scanner
Looking for unprovisioned proxy nodes...

nRF Mesh CONNECT

$ Xradio =
7F:33:E6:D8:AF:TF

B

NO NODES PROVISIONED

Add a mesh node by scanning and provisioning the device

+ ADD NODE

o ® s ey

Network Groups Proxy Filter Settings

EJ  Provisioning Data

Xradio
7F:33:E6:D8:AF:7F

Name
Xradio

App Keys
JC4E9D3749A795583FDBATCB1CCBDF

IDENTIFY

Select OOB Type
& Configuration Complete @ ¥

Mesh node has been successfully No 00B
configured.

CANCEL oK

Xradio
7F:33:E6:D8:AF:7F

Provisioning Data

Name
Xradio

App Keys
8C3CAEIDIT49A795583FDBATCB1CCBDF

Unicast Address
0x0002

3

iii

PROVISION

Capabilities

Element Count
1

Supported Algorithms
FIPS P-256 Elliptic Curve

Public Key Type

Public Key information unavailable

Static O0B Type

Static OOB information unavailable

6. DL Y WX (FEEHER nRF Mesh AT EBXI4H 8B XA X i 8 mE X X R B2+
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% 4-2 nRF Mesh 728X

Ewdaen

DISCOMMECT

Yradio

Address: 0002
Campany. Thi Lieus Faundation
Elemenis: 1

Mindala 6

+ ADD MODE %
2 & S 2 gc
' ‘ 28

7. XEELX X kEEs iR X XX ER X
% 43 RMXXXX#

DISCONNECT

Made Configuration DHSCONNECT

Mode Configuration

@ Details O Details
= Mode name » xN-:uI:Ie name
Xrads raile
MORE MORE
2% FElements 5% Elements
. Elamant: 0x0002 &
" g FE] s = ;
Configuration Sener
S1G Modsl 10 020000
B Added Keys

Configuration Client

SIG Blode 10 10007
MNatwork Kays

o 1 Health Server

BIG Moded I0x 000032

O f'-I!IP wEye Health Client
518 Mdndel 15 (0003
Generic On (F Server
@' Default TTL B Rkl | DYmaOR
Generic On 04f Cliem
121 Timme To Live 106 Al 102 Dat 007

8. JAX“Genenic On Off Server”5e X & /R X128 XX %& X 52 XI55 X X a 88 52 X X 8 X B XX R 2B R 52
XD Ea D B kiR “APP Key” XX X%&“BIND KEY” X E XHK[X] App Key1-
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% 44 EXXEX

& Generic On OFff Server
; Madal i 0w 00

Application 1
B Bound App Keys / O BCICAEIII TS r‘-;"::II SAIFOAATCH TGO

i 0 Wi 0 Bt 4 this mioskal

BIND KEY

¥ Publish

ﬁ Pubibsh Adcress
Al

SET FUELICATION

*  Subscriptions
Bt b daed 1o airy Gioug ddne s

SUBSCRIEBE

U Generlc On OFf Controks

Transiton fime 0 s

L ]

9. JfE7R“Genenic On Off"[X X F&“ON"X|{F#

[cmd] onoff get(0)
[cmd] onoff set(1)
[cmd] onoff get(1)

#H X X Genenic on Off X EBEBTEA X XXX X DX FE £ (X 2 e DX T X (X 0 -
XIZE X oFF X X7 4B RRE On
[cmd] onoff get(1)

mes &*ﬁ%@@& PB-ADV&

421 $BRENXER
X$zEEX & X3 mesh [XIE PB-ADV 13X X8 X X557 [X] X X X B ERAR. Mesh [X|8 4 3E X BB 12 93 g
4211 WXHBX

Mesh XEEX X cmd_mesh.c XEEEMKE ble_demo FIXFERFEL mesh FaXXiE XXX #Dle demo
mRI)EEX XR806 SDK " /project/demo/bluetooth/ble_demo X+

4.2.1.2 BFXHIEE
ble_demo R4 IR R R X dE X R -
1. ERRENX2 EXXIrEmEH X i1
2. PAMRXEXEREEY varto FEXX1ENX console XISHY REBEHE
3. pc XIXEXXEEXXE console X1 HEEHRE}
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4.2.1.3 [XEENXE
1. #E ble_demo WIXIXPEEEREIE ELEXEEXNX NEEZF X ZRE#E RN X /R
2. T mesh XEENXFELX R XX

422 BXRIE
1. PEEEBEEZREIX IR ble_demo WX -FEEEREEIRREIE A/B XA E8FE ProvisionerD8 E&FS Node-
2. CEHEIE A/B TRETILTR BLE HEIZEX 8K

S>ble init

3. EEAYE A/B BRETIETR Mesh HEEIZ XX

S>mesh init

4. EMETE B XX uuiDXIEME4H e vuip XXX #X

S>mesh uuid 1234

5. SEBETE B XX pB-ADV X MEE X

S>mesh pb-adv on

£ Y IR X B8 pHE R IR XX

[bt] [INF] : Device UUID: 00000000-0000-0000-0000-000000003412

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3k 3k %k %k 3k 3k %k K 3k %k %k 3k kk *k 3k %k %k 5k %k *k *k k kKoK

[RandomAddress 7D:6D:0E:F1:09:F0 ]

3 K K ok oK ok 3k ok ok o K K K oK ok ok ok ok ok KKK oK ok Kok K % K 3K oK oK ok ok K Kok ok ok ok ok ok kK KK

[cmd] PB-ADV enabled
<ACK> 200 Ok

6, EBETE A XX Mesh 54T XXX

S>mesh cdb-create

7. TEEEYE A BHER | SBRAIENX

S>mesh provision 01 0

Y RN X GHEERREIE XX

[bt] [INF] : Primary Element: 0x0001

sk K K oK oK ok 3k ok ok o K K oK oK ok ok ok ok ok K oK oK ok ok ok ok K K oK oK oK ok kK K K ok Kk ok sk ok ok kK KK

[RandomAddress 49:0B:7E:78:0D:82 ]

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3k 3k %k %k 3k 3k %k 3k 3k %k >k 3k 3k %k %k 3k %k %k 3k 3k %k %k 3k %k kk

[cmd] Local node provisioned, net_idx 0x0000 address 0x0001

8. JEFEME AR appkeyX

S>mesh app-key-add 00
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B Y 2R B pHEERRIR XX

[cmd] AppKey added, NetKeylndex 0x0000 AppKeylndex 0x0000
<ACK> 200 OK

9. SERETE A &X 1 0x1000+0x1001 FEXKEIRNX XX

S mesh mod-app-bind 1 0 0x1000
[cmd] AppKey successfully bound
<ACK> 200 OK

$

S mesh mod-app-bind 1 0 0x1001
[cmd] AppKey successfully bound
<ACK> 200 OK

& Y RIRKEpHERR IR XX

[cmd] AppKey added, NetKeylndex 0x0000 AppKeylndex 0x0000
<ACK> 200 OK

10. JERRYE A BERRYE B Jf SRR

S>mesh provision-adv 1234020

Xt te Y W5 st e RIR XX

[cmd] Provisioning link opened on PB-ADV.
[cmd] Node provisioned, net_idx 0x0000 address 0x0002 elements 1
[cmd] Provisioning link closéd on'PB-ADV

XIXEREYE B #iE#EEIDIRELEIR XX

Provisioning link epened on PB-ADV
[bt] [(INF}.: Primary Element: 0x0002
[cmd] Local node provisioned, net_idx 0x0000 address 0x0002

[cmd] Provisioning link closed on PB-ADV

11. SEAELE A XUERESE B & appkeylX

S>mesh app-key-add 00
[cmd] AppKey added, NetKeylndex 0x0000 AppKeylndex 0x0000
<ACK> 200 OK

12. SEHEYE A &EHBBIE B 3 0x1000+0x1001 F2XHE RN XX

S mesh mod-app-bind 2 0 0x1000
[cmd] AppKey successfully bound
<ACK> 200 OK

$

S mesh mod-app-bind 2 0 0x1001
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[cmd] AppKey successfully bound
<ACK> 200 OK

13. EHEIE A &EHELE B 1B7RIXGenenic On Off ServerX X ME7RIXEENX X ERETE A XEA1EREE X mesh
onoff-cli-set on[XIX 8 X7 R+ REERELE B ¥ Genenic On Off Server XIEZIEIRERENX

[cmd] onoff get(0)
[cmd] onoff set(1)
[cmd] onoff get(1)

B8 mesh onoff-cli-set of X X|#& X 17 $E+E BHEHRELE B ¥~ Genenic On Off Server XI& ik ¥8E E X

<&

[cmd] onoff get(1)
[cmd] onoff set(0)
[cmd] onoff get(0)

Q@Y
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REmEX
Ir#XIE©2020 sk D B (X153 1% 45 X A8 -1 X R BB s -1+
X1 X142 D 55 [ 1 7 422 2 g U e ) D e 8 1 1R e ol ) e DX 45 33546 DX S X1 XA ) D e (X X1 DX 22 4 o e D s BB o -1+

[X1 X1 gt D e D7 D D 8 ok £ 1 49 X1 2 DX X e (X X1 e DX 8 7o 2R 18 BR 8 DX R DX 488 DX X+ B+ X5
X% 185 X X Es E 1 Xk & 55 X X5 X iR e e R ME DX AR -

HREENX

dﬁ%) Hnnp :JTECH
RRADEENTECH w2 XresszemsXemmnneX ki 5 iEK i ki e )] i pe--]
X4 X (X147 25 (R PSS B X e (X 2 e R X (B 0 B (X (2 B B e X B 8 A

XEEX

PR SR B R %t 5 )11 e e e[ e X 45 395 46 D s DD [ e X) DXDXBEe gt DX DX 4745k BR X XU 8 XU s = X-H-
XD 8 X X147 DX 2% X 2R B ok 1% e 1 DX DX (X D S 58 e 1 415 (X 8- Hag 1z e D Vs XX N X XU 1R
X178 X1 DX Bk 4 X (X1 (X X1 s g D10 i v/ Q22 588 D) D g f s L D B DX DXL DK PRI 2 X8 X
&L IR X X X X B X R X B -1

@&@%%MF&&%§£@+%@E%ﬁ@ﬁ%ﬁ%ﬁ&ﬁ&@&@%ﬁﬁﬁ@%&@XFF&&M&@ﬁ@
BHXBENX B S U XX D@ PRE = BT Ry hd 0 DEarS D ER AR EFE s X 15 IR IE D X 18 52 15 R 2 s EL X
BRI DB 4+ 28 S #+EE#¢M@%@Wﬁﬂﬁﬁwﬁﬁgﬁﬂﬁﬁﬂﬁﬂﬁﬁ+@@@E#X%&@+
FAE AN RS X aea i MR Mgy = B XX

XD 828 5 DX+ 3 X ¥ B 6 X 2 S X P X047 B B RO S R R - X e Il X e iR e 1B B ok S XU PR X IX
XURFHEIR X B 9 4 R 7BHF-HX Mg aee R R (X BRI RO #af DI DAFR Y =HF-HXI B X A X 2 R X 5 P s 4B 2 B 7R X i
XX aHF 3T 8 i R R MKHIBE XX A RS RS 21 X B 8 F 1 iR e Rt iR B -8 S R X2 8l
g1

M 45 [X] S M e [ e [X] 45 395 4 X s X+ X R B R Y 36



	版本历史
	目录
	表格目录
	1前言
	1.1文档简介
	1.2目标读者
	1.3适用范围
	1.4文档约定
	1.4.1标志说明


	2概述
	2.1背景说明
	2.2规格特性
	2.3文件位置

	3应用说明
	3.1应用简述
	3.2配置说明
	3.3格式说明
	3.4命令说明
	3.4.1通用配置命令
	3.4.1.1init（mesh初始化）
	3.4.1.2reset（重置mesh节点）
	3.4.1.3lpn（启用/关闭节点低功耗功能）
	3.4.1.4poll（从朋友节点获取数据）
	3.4.1.5ident（启用节点身份认证广播）
	3.4.1.6dst（设置操作的节点对象）
	3.4.1.7netidx（设置mesh Netkey索引）
	3.4.1.8appidx（设置mesh Appkey索引）
	3.4.1.9net-send（网络内发送数据）
	3.4.1.10iv-update（切换IV更新状态）
	3.4.1.11iv-update-test（使能/关闭IV更新测试）
	3.4.1.12rpl-clear（清空重传保护列表）
	3.4.1.13pb-gatt（PB-GATT广播）
	3.4.1.14pb-adv（PB-ADV广播）
	3.4.1.15uuid（设置mesh设备UUID）
	3.4.1.16input-num（输入式OOB认证数字输入）
	3.4.1.17input-str（输入式OOB认证字符串输入）
	3.4.1.18static-oob（静态OOB值设置）
	3.4.1.19prov-method（配网认证方式配置）
	3.4.1.20provision（配网者将自身配入到网络）
	3.4.1.21timeout（设置Configuration Client model消息响应超时）
	3.4.1.22provision-adv（启动PB-ADV方式配网）

	3.4.2Configuration Client model
	3.4.2.1get-comp（读取目标设备一页成分数据）
	3.4.2.2beacon（secure network beacon状态获取/设置）
	3.4.2.3beacon-listen（打印接收到的unprovisioned Beacon）
	3.4.2.4ttl（节点ttl值获取/设置）
	3.4.2.5friend（节点Friend状态获取/设置）
	3.4.2.6gatt-proxy（节点GATT Proxy状态获取/设置）
	3.4.2.7relay（节点relay状态获取/设置）
	3.4.2.8net-key-add（添加Netkey到节点Netkey List）
	3.4.2.9net-key-get（获取当前的Netkey）
	3.4.2.10net-key-del（删除Netkey）
	3.4.2.11net-key-update（更新目标节点的一个NetKey）
	3.4.2.12krp-get（获取目标节点密钥刷新阶段）
	3.4.2.13krp-set（配置目标节点密钥刷新阶段）
	3.4.2.14app-key-add（添加AppKey到节点Appkey List）
	3.4.2.15app-key-del（删除AppKey）
	3.4.2.16app-key-get（获取AppKey）
	3.4.2.17net-transmit-param（配置/获取网络传输参数）
	3.4.2.18mod-app-bind（给特定模型绑定指定AppKey）
	3.4.2.19mod-app-get（获取跟Model绑定的AppKey）
	3.4.2.20mod-app-unbind（移除模型绑定的AppKey）
	3.4.2.21mod-pub（获取/设置节点模型的发布地址和参数）
	3.4.2.22mod-sub-add（添加模型订阅）
	3.4.2.23mod-sub-del（删除模型订阅）
	3.4.2.24mod-sub-add-va（添加虚拟地址到模型的订阅列表）
	3.4.2.25mod-sub-del-va（从模型的订阅列表中删除虚拟地址）
	3.4.2.26mod-sub-get（获取模型订阅列表）
	3.4.2.27hb-sub（获取/设置节点的HeartBeat订阅状态）
	3.4.2.28hb-pub（获取/设置HeartBeat广播配置）

	3.4.3Health Client model
	3.4.3.1fault-get（健康模型故障列表获取）
	3.4.3.2fault-clear（健康模型故障列表清空）
	3.4.3.3fault-clear-unack（健康模型故障列表无回复清空）
	3.4.3.4fault-test（健康模型元素自检）
	3.4.3.5fault-test-unack（健康模型元素无回复自检）
	3.4.3.6period-get（获取健康状态发布周期）
	3.4.3.7period-set（设置健康状态发布周期）
	3.4.3.8period-set-unack（无回复设置健康状态发布周期）
	3.4.3.9attention-get（获取Attention Timer状态）
	3.4.3.10attention-set（设置Attention Timer状态）
	3.4.3.11attention-set-unack（无回复设置Attention Timer状态）

	3.4.4Health Server model
	3.4.4.1add-fault（添加故障列表）
	3.4.4.2del-fault（删除故障列表）

	3.4.5网络数据库操作
	3.4.5.1cdb-create（创建Mesh网络数据库）
	3.4.5.2cdb-clear（清空Mesh网络数据库）
	3.4.5.3cdb-show（显示Mesh网络数据库）
	3.4.5.4cdb-node-add（添加节点到Mesh网络数据库）
	3.4.5.5cdb-node-del（删除Mesh网络数据库中节点）
	3.4.5.6cdb-subnet-add（添加子网到Mesh网络数据库）
	3.4.5.7cdb-subnet-del（删除Mesh网络数据库中子网）
	3.4.5.8cdb-app-key-add（添加Appkey到Mesh网络数据库）
	3.4.5.9cdb-app-key-del（删除Mesh网络数据库中Appkey）

	3.4.6Generic OnOff Server
	3.4.6.1onoff-srv-set（设置本设备on/off服务端状态）

	3.4.7Generic OnOff Client
	3.4.7.1onoff-cli-get（客户端获取on/off状态）
	3.4.7.2onoff-cli-set（客户端配置on/off状态）
	3.4.7.3onoff-cli-set-unack（无回复客户端配置on/off状态）



	4示例说明
	4.1mesh配网示例（PB-GATT）
	4.1.1示例简介
	4.1.1.1获取方式
	4.1.1.2准备工作
	4.1.1.3操作步骤

	4.1.2效果展示

	4.2mesh配网示例（PB-ADV）
	4.2.1示例简介
	4.2.1.1获取方式
	4.2.1.2准备工作
	4.2.1.3操作步骤

	4.2.2效果展示



